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Juniper Network Connect for Linux
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sslvpn9.twaren.net

[R50

00:07:41
BEhEE - 37032
e - 114729

HEIP D 140.114.253.119
F2W - AES128/S5HA1
EEHR - None
Bt - ESP
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BOrER

o HUH getx509certificate.sh 22, WHNHUEE.

# cd /tmp
# jar xf ~/.juniper networks/ncLinuxApp.jar
# sh getx509certificate.sh "sslvpn9.twaren.net" ~/.vpn.default.crt

o ffifH ncsve FEFUIEATIEAR

# ~/.juniper networks/network connect/ncsvc \
-h "sslvpn9.twaren.net" \
-u "username@wlan.nthu.edu.tw" \
-p "password" \
-r "NTHU Radius Users" \
-f ~/.vpn.default.crt \
-U "https://sslvpn9.twaren.net/nthu" \
-L 5

o B R L.

# netstat -nr
Kernel IP routing table

Destination Gateway Genmask Flags MSS Window
irtt Iface
10.0.0.1 0.0.0.0 255.255.255.255 UH 00
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0 ethO
203.145.201.10 10.0.0.1 255.255.255.255 UGH 00
0 etho
10.0.0.0 0.0.0.0 255.255.0.0 1 00
0 etho
0.0.0.0 140.114.253.119 0.0.0.0 UG 00
0 tuno
0.0.0.0 10.0.0.1 0.0.0.0 UG 00
0 ethO

# ip route list

10.0.0.1 dev eth®@ scope link metric 1

203.145.201.10 via 10.0.0.1 dev eth®@ metric 1

10.0.0.0/16 dev eth® proto kernel scope link src 10.0.0.2 metric 1
default via 140.114.253.119 dev tun® scope link metric 1

default via 10.0.0.1 dev eth®@ metric 10

o T EARE S M 75 IERE

# ifconfig
tun0 Link encap:UNSPEC HWwaddr
00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:140.114.253.119 P-t-P:140.114.253.119
Mask:255.255.255.255
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1400 Metric:1
RX packets:192 errors:0 dropped:0 overruns:0 frame:0
TX packets:186 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:114833 (112.1 KiB) TX bytes:37304 (36.4 KiB)

& kR

o ffifH ncsve FEUE IR IEAR .

# ~/.juniper networks/network connect/ncsvc -K

{#F MSJNC Session Manager #1745

OIS (2012/08/20) 77871 MSINC Session Manager #4758, S%iBEIE GUI A BT, %
AR T #2224 Java Runtime[]

e B]£% MadScientist JNC Session Manager

# mkdir -p /opt/local/bin

# mkdir -p /opt/local/src

# cd /opt/local/src

# git clone https://github.com/madscientist/msjnc.git
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# ln -s /opt/local/src/msjnc/msjnc /opt/local/bin
# /opt/local/bin/msjnc

File Profiles Help

Frofile: TWAREN SSL-WEN
Status: Connected

¥ 0 H5—-JHC: TWAREN SS5L-¥PN A —-+8

Server: sslvpnd, twaren, net (WTHU Radius_Users)

address: 140,114, 253, 125
Duration:  O0:00:22

oent: ===

Received: ——-

l Disconnect

v O NS JNC ¥PN Profile ~ + 0

Mame this profile: [ duto-reconnect

| TWAREN SSL-VEN
VP Account
Username:[uaername@wlan.nthu.94

Password:[xxxxxxxx ] [ SecurID

YEM Serwver
ServerfURL:[https:ffsslvpnﬁ.twaren.netfnihﬂ

Realw: |NTHU Radiu:

VP Proxmy
Proze Server:

Proze Domain:

Promze User:

l
|
l
Prosm Passward:[

Session Script:
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|
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Yersion 2,0 (20 Aug 201Z2)

é% HadScientist JHC Session Manager
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Juniper Network Connect Server for Linux.
Version HIr

Release Version : 7.2-8-Build28761

Build Date/time : Apr 12 2812 14:42:19%9
Copyright 2881-2812 Juniper Networks
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f#H junipernc #{TEHAR

1. Fi#k junipernc %

# wget -q -0 /usr/local/bin/junipernc
http://mad-scientist.net/junipernc
# chmod a+x /usr/local/bin/junipernc

2. CL A5 BUVE & TN BA R ZhAE031 Oct 2011 LAME IR A RS S AL BR . 1504
Jusr/local/bin/junipernc # %% 512, 517 47, oA [-U "$URL" -L 5], WI'F:

# vim /usr/local/bin/junipernc

510 # Send the password on stdin to avoid having it show up via ps
511 $ java;

512 echo "$password" “$JAVA" -jar "$ _ncpath/NC.jar" -h
"$HOST" -u "$USER" -f "$CERT" -r "$REALM" -U "$URL" -L 5 \

513 ok=false

514

515

516 # No GUI? Just let the thing run in the background

517 echo "$password" “$ ncpath/ncsvc" -h "$HOST" -u "$USER" -
r "$REALM" -f "$CERT" -U "$URL" -L 5 \

518 ok=false

519

3. #miHAE ~/.vpn.default.cfgQun T :

# vim ~/.vpn.default.cfg
HOST="sslvpn9.twaren.net"
USER="username@wlan.nthu.edu.tw"
CERT="$HOME/ .vpn.default.crt"
JAVA=/usr/bin/java
REALM="NTHU Radius Users"
URL="https://sslvpn9.twaren.net/nthu"

4. AT junipernc FALEAR, W
# /usr/local/bin/junipernc

5. W NE, 5 R

Metwork Connect YPH X

Enter wour PIN + SecurlD Code
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.juniper networks/
— ncLinuxApp.jar
— network connect
installnc.log
installNC.sh
libncui.so
missing.info
ncdiag
NC.jar

ncsvce

ncsvc. log
version.txt
xlaunchNC.sh

META-INF

ERFIH

 Mandriva i 5 asRCAS a8 B K it 2

(tunO A1),  BUIEE G 954 A THAR 2

o T junipernc %4 JRE BL jar AHEREKES.
o x86_64 (64bit) & 115 [ & U ik 1E 8 BB GUI A THEAREES, W] DL i F SC A il g AT

AR
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e MadScientist JNC Session Manager
e Download the msjnc script

e Download the junipernc script

e Juniper VPN - ArchWiki

e What Version of Java Are You Using?

e Personal Fedora 14 Installation Guide#)ava Runtime Environment
e HOWTO_ Juniper SSL Network Connect VPN

e Juniper VPN, 64-bit Linux .. an unsolved mystery?

e Ubuntu (64-bit) Linux Juniper VPN Installation Guide E=1

e Juniper SSL/VPN for Linux users E=1
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