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Sender Policy Framework

Sender Policy Framework

e Sender Policy Framework (SPF) 0 O O O OO (MAILFROM)O OO OO OO IP OO (Sender IP
address) 0 0 000000000000 OOOO0OOOOOOOO

o 000 user@cc.nthuedutw OO OO0 DNSOOOOOO DNSOOOOOOOOOOO
OOoipPoOODOO

# dig +short cc.nthu.edu.tw txt
"v=spfl ip4:140.114.62.0/23 ?all"

o 0000 user@cc.nthu.edutw OO0 O OO0 SMTPOOOOOO IPOO 140.114.63.4 (O
140.114.62.0/230 0 0)00000000O0OO0OODO0O0OCOODOO SPFOOODOOO DNS

Oo0O0O00oooOo PO0DOOO0OO0DOOOOODOOOODOD
e http://www.open-spf.org/

e DO ODOO(MAILFROM) OO IPODO(SenderIPaddress)0 0000 SPFOOOO?
o http://www.open-spf.org/Why
e SPFOO(DNSTXTO O)

o http://www.open-spf.org/SPF_Record_Syntax

oo

OO0 SPFO0OO0OOD Google (010

e 000000 ODDOODOODOODO(MOSMTPO SMTPAUTH)O OO Google 0O 0O (O
0 J@gmail.com, @gapp.nthu.edu.tw)(O 00000000 SPFOOOO
Jinclude:spf.net.nthu.edu.tw[|(spf.net.nthu.edutw DD O 00000000 OO0DOOOOO

000 @mx.nthuedutwOO)OOOOOOOOOOOOOOOOOOO0OOODOOOODOOO
goboooooog

# dig +short mx.nthu.edu.tw txt
"v=spfl include:spf.net.nthu.edu.tw mx ?all"

o BIND OO

mx.nthu.edu. tw. 20M IN TXT

"v=spfl
include:spf.net.nthu.edu.tw mx ?all"

o 00 include:spf.net.nthu.edutw OO OO ODOOOOO

# dig +short spf.net.nthu.edu.tw txt
"v=spfl ip4:140.114.62.0/23 ip6:2001:288:E001:63::/64 ?all"

e [ XX.nthu.edu.tw O O

# dig XX.nthu.edu.tw txt +short

"v=spfl a:XX.nthu.edu.tw ip4:140.114.62.0/24
include:spf.net.nthu.edu.tw ?all”

e 000 SPFOOOIDOODOODOOODOODODODOODO

00000 - https://net.nthu.edu.tw/netsys/


http://www.open-spf.org/
http://www.open-spf.org/Why
http://www.open-spf.org/SPF_Record_Syntax
https://net.nthu.edu.tw/netsys/mail:config#smtp
https://net.nthu.edu.tw/netsys/mail:config#smtp_auth
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<XXXxxXxx@gmail.com>: host gmail-smtp-
in.l.google.com[2404:6800:4008:c06::1b]

said: 421-4.7.0 This message does not have authentication
information or

fails to pass 421-4.7.0 authentication checks. To best protect our

users

from spam, the 421-4.7.0 message has been blocked. Please visit
421-4.7.0

https://support.google.com/mail/answer/81126#authentication for
more 421

4.7.0 information. xxxx.xxx - gsmtp (in reply to end of DATA
command)

e [0 00O O[JAuthorize senders with SPF https://support.google.com/a/answer/33786
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