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e Fedora[JCentOS (CentOS O OO O0DODOODOOOODOOO RPMOOODOOO)

yum install lynis

#* O #*

e Debian
# apt-get install lynis
e 1OO

cd /usr/local/src
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sh ./lynis
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# lynis --check--update
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== Lynis ==

Version : 2.7

1.2
Release date : 1 November 2009

== Databases ==
Current

Up-to-date

File perms Up-to-date

Copyright 2007- - Michael Boelen, http://www.rootkit.nl/

Ooon

00000000 root000D0DODOOODOD --helpO0OODO0DODO0O0O0O0OOO

# lynis --help

--check-all O OOOOO

--quick OO0O0D0OOOO0OO0OOOOOOO
--tests JOODOOOODOOO

e IO0OOOODODOODODODO

# lynis --check-all --quick
e JO00O0OO0OOOOODOOOOOO

# lynis --check-all --quick --no-colors > /tmp/lynis.txt
e JO0OOOOOOOO

# lynis --quick --tests "HOME-9302"

Joooboodogogo

e Warning: klogd is not running, which could lead to missing kernel messages in log files
00000000 WSyslogOODODOOOOOOOOODOOODO

# ps -ef | grep logd

e Warning: Couldn't find 2 responsive nameservers
OODNSOODOODOOODOODOOO0DOODOO0ODO0O0DOOD0OD0O00DOODO0O0DbOOoDOoo0DoOd

# grep nameserver /etc/resolv.conf

e Suggestion: You are adviced to hide the mail_name (option: smtpd_banner) from your postfix
configuration. Use postconf -e or change your main.cf file (/etc/postfix/main.cf)

OO0 SMTPOOO banner0 00000000000 DOCOOOO main.cfOOO
smtpd bannerd 000
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e Warning: PHP option expose_php is possibly turned on, which can reveal useful information for
attackers.

e Suggestion: Change the allow_url_fopen line to: allow_url_fopen = no, to disable downloads via
PHP
O000000000000000 PHPQOO OO php.ini 000 expose phpO OO0 O00O0
000 PHPOO php.ini0 0O OO

error_reporting = E ALL & ~E NOTICE
display errors = Off

register globals = Off

expose php = Off

allow url fopen = Off
allow url include = Off

file uploads = Off

enable dl = Off

e 0000 Apache D0 OIO0D0ODOOO0O0DOOOOODODOOOODOOOO httpd.confOOOODO
good

ServerTokens Prod
ServerSignature Off
TraceEnable Off

Not Found

The requested URL /test was not found on this server.

|Apache/2.2.9 (Debian) PHP/5.2.6-1+lennv3 with Suhosin-Patch|Server at
rfleb-server Port 80

e Suggestion: Use mysgladmin to set a MySQL root password (mysqgladmin -u root -p password
MYPASSWORD)
0000 MySQLOOrootOOOOODODOOOO

e Suggestion: Harden the system by removing unneeded compilers. This can decrease the chance
of customized trojans, backdoors and rootkits to be compiled and installed
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