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Fail2ban

Fail2ban & —%LL Python 355 T4 % (1) GPLv2 FZAERKHE, # th0 Hr REGACERAE, i as e g iR h
(filter) K@ (action) D& 1 & BAT Pt e BRI PFIRE, SRR SRR ENFAE R B B RJBERIRCR (it
AR IPOAHE RN B . A ARYR IP AAAE) o RIHLAURAR & SME, AT LUSHE A K, &&KE
AN [FL Y3 Ak A BR BN R ACE B (A AR BB e (O ThRE, B LI ) S ERE L S A BRI -

1. BH#% SSHOFTP £ W E al el i iH A ;
2. PHAEREE I8 5 2 n A R T
3. PRALE R TS E A RS IRIFE R (W1 apache[bind[postfix[vsftpdproftpd...)0

W RAEAZ SSH Ik, & HIE Bl IR ASIEAT SRy, W3 EERE iR, RV CEFEFRE
St rh o FEEEDRR RO BT R AACERAE, RATTT DUESEH — S A AN, I DA SRR R 7 A
IR B AT H o

21 Fatled password for invalid uzer rO0t from sehises

Step O[% %

e Fedora fffH#&

# yum install fail2ban

e CentOS f# &
GHICRY M ATrpms HIELRE, HAFH yum 2R 2235858 AR K Fail2ban (H a2
0.8.4-23) .

# vim /etc/yum.repos.d/atrpms. repo

[atrpms]

name=Red Hat Enterprise Linux $releasever - $basearch - ATrpms
baseurl=http://dl.atrpms.net/el$releasever-$basearch/atrpms/stable
gpgkey=http://ATrpms.net/RPM-GPG-KEY.atrpms

gpgcheck=1
enabled=1

# yum install fail2ban
* Debian / Ubuntu {#i fij #

# apt-get install fail2ban
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Step 1[RREMHERHA

Fail2ban IR ERE EEA LT =(EIHH :

1. jail. (conf|local)
F #3558 jailQEN 2 & 5 filter B action (% ERIA.

2. filter.d/

FH 2k 2 Fe A (filter) H 8%~ O € 8 2 MEEA 1&E I8 54, R AkEE A apachesshd[vsftpd[]

postfix %5, & WAL 8AE i Ut T §E % W Syslog[JCommon Log Format %%.

3. action.d/

FIACGE ZENMENZ (action)JH &% F R 2 FEEA MEIENZ, Wndsendmail #F 5@ F1000iptables

BELAE AR AL |

Step 2[Js% € #ifF

jail.conf

filter.d/

action.d/

' N

apache-badbots.conf
named-refused.conf
sshd.conf
sshd-ddos. conf

complain.conf
hostsdeny.conf
iptables._conf
sendmail-whois.conf

[ whois ZFIZRYF domain Hl ] B [ BEEAGZARIRL IP FEEE ] .

LAMLL Fedora FIF A, E5csmin I EkehE jail. (conf|local), WakeE —iAE.
& 20t R A B a4, A %, conf RS, dnkig A EETMAEE *. local Bk,

1. &8EEE

# vim /etc/fail2ban/jail.conf (.local)

[DEFAULT]
ignoreip = 127.0.0.1
bantime = 600
findtime = 600
maxretry = 3
backend = auto

e ignoreip

fREMRLE PO HEE A BT LA, 1 A AT .

e bantime

A IE I EAEHIE 2 A

e maxretry

ek AT 1 55 KB R R

e findtime

maxretry EER, 2R NP E .

e backend
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53 7%5 gamin B2 polling mifd, #4507 0L ERIE e 5 A 2.

A

2. fEBIEE

[ssh-iptables]

enabled = true

filter = sshd

action = iptables[name=SSH, port=ssh, protocol=tcp]
sendmail-whois[name=SSH, dest=root, sender=fail2ban@myhost]

logpath = /var/log/secure

maxretry = 5

iR, FAMBOH ssh-iptables i&{# jaillsr 4t /var/log/secure FLskt¥, WA sshd iEf#H
filter ARIEYE, & FF &M HaEm KEMRE 5 K, EH1T iptables Bi sendmail-whois Miff
action]

e sshd (filter) &% EfE % /etc/fail2ban/filter.d/sshd.conf

* iptables (action) :XEHE % /etc/fail2ban/action.d/iptables.conf
e sendmail-whois (action) % &% /etc/fail2ban/action.d/sendmail-whois.conf

Step 2[E)=fF Ik Fail2ban

e Fedora / CentOS / RedHat i i #&

# service fail2ban start

# service fail2ban stop
 Debian / Ubuntu {# i #

# /etc/init.d/fail2ban start

# /etc/init.d/fail2ban stop

Step 3[Ei%E Fail2ban jR&

o %L H AT RUENRLL jail] N 7l A4 apache-notexist[Japache-badbots[]ssh-
iptables —{{ jail Bt H .

# fail2ban-client status

Status
| - Number of jail: 3
“- Jail list: apache-notexist, apache-badbots, ssh-iptables

o HHEEE jail NN, TN 7 #i85 apache-notexist Eff jaill2 o4
/var/log/httpd/error log fCskts, Z[atfH 7 kB, HOAA 1 IP #IHEE 1.
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# fail2ban-client status apache-notexist

Status for the jail: apache-notexist

|- filter
| |- File list: /var/log/httpd/error log
| |- Currently failed: 1
| - Total failed: 7
“- action
| - Currently banned: 1
| - IP list: 140.114 . XXX . XXX
"- Total banned: 1

R E Bt A
filter [KIEE

AGE FIEmIEME, AT LI4REE /etc/fail2ban/filter.d/*. (conf|local) H

[INCLUDES]
Sk RS, W Tsshd.conf] , 124HA jail.conf F i filter Q& & before =
sshd. #{H filter 5% # 4 n] 43 &5 LU 2 {0 3= 23555 _
affer =
[Definition]
faifregex =
ignoreregex =

key = value

1. INCLUDES
A AR E N At A R R e e, TERR e EHEI5IH . local #E.
o before
TS E R BN T S 5| F R 56
o after

JARRE R N 5] RS %
2. Definition
o failregex
F 2R b S BREIUE R e e, fFH Python ) IE IR R 1EEEVE
o ignoreregex
F R &% 8 &6
[ INCLUDES]
before = common.conf

BERR AT SOE IR, Rl R EZAT 30T N

[Definition]
daemon = sshd

failregex
L T

thentication failure; logname=\5% uid=\5% euid=\

(Pi\s+user=.*)7\5%%

lgnoreregex
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: Invalid user rB@t f

: Failed none for i

3]: pam unix(ssk 3
=T shd:auth): authentication failure;

0st. localdomain
: Failed password for invalid user r@ot

: pam unix{sshd:auth): check pass;
: Failed password for invalil

action HIERE

ERBMENE, llghiiE /etc/fail2ban/action.d/*. (conf|local) [INCLUDES]
HE#: FIEZR, W [iptables.conf| , #%457% jail.conf A {#ifi% action before —
H|4 %y iptables. &3{F action &% ek mT 4 A5 DA #6132 235 0 after —

[Init]

key = value
[Definition]

actionsiart =
actionsiop =
actioncheck =
actionban =
actionunban =

e INCLUDES

A A N At RS R RR e E, TERTEHESIH . local REZE.
e Init

A AR HSG E 25, it Definition H ¥ A .
e Definition

1. actionstart: ¥ Fail2ban BUEIFRE, FrEHTIIIES, WP E.

actionstop: EZ Fail2ban f521EKE, FTEHUTIIIES .
actionban: & ZZHAEIEM IP K, FrEATHIFE S .
actionunban: &R EBUEIHIE M IP K, FrEstiTHIIES .
actioncheck: EFAEHREAIT actionban B¢ actionunban wi, FrEsITHITES, LLAIET
B E#AT actionban 2 actionunban(]

Uik whN
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[Definition]
actionstart = iptables -N an-=
i les -A fTai an-=name j RETURN
: INPUT -p =p |= --dport =port=> -j failZban-=name:=

actionstop = iptables -D INPUT -p =prot = --dport =port= -j failZban-<=name=

failZban-
-¥ failZban-=name=

actioncheck = iptables -n -L INPUT | grep -q failZban-<names=

actionban = iptables -I failZban-=name= 1 -5 <ip= -j DROP
actionunban = iptables -D failZban-=name= -5 =ip= -j DROP

[Init)
name = default

port = ssh

REEH

1. PHEEE B NMIAT £, 0 SSH EimEAROFTPOWeb B AN TH B EATRE RS SN R %L, Bk
SERNE NI, i ARUR, 8 g O N TSR SR % .

2. UL AT Ry SR A PR A R E B TR GRiE. R, W
phpMyAdmin[phpBB[IDrupalJWordPress %%, & ig Lfe sAF7E I il Bk b iRy, AR g A O AN L
PRI TR, i Apache [ Rt AC kAR Hs 48 B I — KHEI404 Not FoundJ=k 403 Forbidden[]
ACERIF, ICRFEGEFRA OANLIETER RN A 248 LR e iy

3. LRl & HE e/ filter (apache-notexist.conf) PLETE jail.conf HREREEKE, WHE

ERAAFERRS, BRI /T ATl

Definition

failregex client <HOST File does exist): .*

ignoreregex
apache-notexist

enabled true
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filter apache-notexist

action iptables | name=HTTP, port=http, protocol=tcp
sendmail-whois|[name=HTTP, dest=root, sender=fail2banclocalhost

logpath /var/log/httpd/*error log

maxretry

bantime

2% %R

Fail2ban #9uk

WFail2ban (4 H R

Log Samples - OSSEC Wiki
Regular expression operations
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