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Fail2ban

Faillban OO OO PythonOOOODOO GPLv2 OO 0ODOCOOO0ODOODOOOODOOOOODODOOO
(filtker) DO DO (action)JODCO0O00OOCOO0ODOOOOODOOOOODOODOOOOOOOOODOC@O
OO00IpgDO00bO000o000obOo PO0O))YDODOO0DOODOODOODOODODODOOODODOO
goboboobbooobboooobooobbooobboobobbooobobuoouobbo

1. 00 SSHOFTPOODOODODOO
2. 000000D0D0oooOooog
3.0000000000000000 (O apache[jbindpostfix(vsftpdproftpd...)[

OooOoOoSsSsHOOOOOOoOOODoOOoOOoDOooOOooOooOOoOooDooOooDbooooooo
gobogobbooboobooobbooobbuooobooobbooobobooobooooboobg
goobodad

Step 0] O

e FedoraO OO
# yum install fail2ban

e CentOS O OO
OO0O0D0OO0ATrpmsO 0000000 yymOOODOODOOO Failban (OO O OO 0.8.4-23)0

# vim /etc/yum.repos.d/atrpms. repo

[atrpms]

name=Red Hat Enterprise Linux $releasever - $basearch - ATrpms
baseurl=http://dl.atrpms.net/el$releasever-$basearch/atrpms/stable
gpgkey=http://ATrpms.net/RPM-GPG-KEY.atrpms

gpgcheck=1

enabled=1

# yum install fail2ban
e Debian /Ubuntu 0 OO

# apt-get install fail2ban
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Step 100000

FaiRkban DO O OOO0ODOOOODODOOO

1. jail. (conf|local)

0000 jailg0 o000 fiter O action0 000 OO

2. filter.d/

Oopooooo0 (fkeDQDOOOOOOOOOOOOOOOOOOOOO apachelsshdvsftpd[]

postix 000 O0DO0OO0OOOOOOO WSysloglCommon Log Format O O

3. action.d/

00000000 (action)JUOOO0OO0ODO0O0OOODOOODOOOgsendmail OO 0O O J00iptables
O0000000ooog whoisOOOO domainOO0O0OOOODOOOOO IPOOOOOO

Step 200000

jail.conf

filter.d/

action.d/

f‘ Ty
apache-badbots.conf

named-refused.conf
sshd.conf
sshd-ddos.conf

4 .
complain.conf

hostsdeny.conf
iptables._conf
sendmail-whois.conf

000 Fedora0OOOOOOODOOOOOO jail.(conf|local)DOOOOOOOOOO
©000000000000000 *.conf000000O00000O00000O *.localOO00O

1.0000

# vim /etc/fail2ban/jail.conf (.local)

[DEFAULT]
ignoreip = 127.0.0.1
bantime = 600
findtime = 600
maxretry = 3
backend = auto

e ignoreip

o000 ppOOO000O00O0O0ODbOOO0bO0ObObODO

bantime

goooogbooooooo

maxretry

goboooooooooo

findtime

maxretry D0 000000000 OonO

backend
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OO0 gaminO polingD 0000000000 ODOOOODODOOO

20000

[ssh-iptables]

enabled = true

filter = sshd

action = iptables[name=SSH, port=ssh, protocol=tcp]
sendmail-whois[name=SSH, dest=root, sender=fail2ban@myhost]

logpath = /var/log/secure

maxretry = 5

O00D0O00000 ssh-iptablesO 0O jailjod /var/log/secure0 000000 sshdO 0O
flterOOODOODOO0ODOODOODOOODOOS5000000 iptablesd sendmail-whois OO

action(]

e sshd (filter) DO DO O /etc/fail2ban/filter.d/sshd.conf
e iptables (action) 0 0 OO /etc/fail2ban/action.d/iptables.conf
¢ sendmail-whois (action) D 0 OO /etc/fail2ban/action.d/sendmail-whois.conf

Step 200 00 00O Fail2ban
e Fedora/CentOS/RedHat O O O
# service fail2ban start

# service fail2ban stop
e Debian /Ubuntu O OO

# /etc/init.d/fail2ban start

# /etc/init.d/fail2ban stop

Step 3[J0 O Fail2ban 0 O

e J00D00ODOD jailD 00000000 apache-notexist[Japache-badbots[]ssh-
iptablesO 0O jailO0 00O

# fail2ban-client status

Status
| - Number of jail: 3
“- Jail list: apache-notexist, apache-badbots, ssh-iptables

e 00D j@lD00DODOODOODOO apache-notexistO O jailjOo OO
/var/log/httpd/error log0 000000 7000000010 IIPPOOOO0O
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# fail2ban-client status apache-notexist

Status for the jail: apache-notexist

|- filter
| |- File list: /var/log/httpd/error log
| - Currently failed: 1
| - Total failed: 7
“- action
| - Currently banned: 1
“- IP list: 140.114 . XXX . XXX
"- Total banned: 1
000000
filter OO O

000000000000 /etc/fail2ban/filter.d/*. (conf|local) OO0 pNCLUDES]

OD000000sshd.confOOOODO jail.confOO OO filter 00 0O sshdO before =
OO0 fiterOODOODOOODOODOOODOODO affer =

[Definition]

failregex =
ignoreregex =

key = value

1. INCLUDES
000000000000 0000bOO0000 JlecalOO
o before
godooooooogodao
o after
godooooooodgodao
2. Definition
o failregex
00000000 00DOoooooO PythonOOOOOOOOO
o ignoreregex

ooopooooooogooogoooggooog
[INCLUDES]
before = common.conf

[Definition]
daemon = sshd

failregex “%( prefix line)sauthentic

5% tty=\5* ruser=\5* rhost==<

lqnoreregex =
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: Invalid user rB@t f
: Failed none f

st. localdomain

rd for invalid user r@ot

shd:auth): check
: Failed password for

action 0 0 [

OD0O000O000000 /etc/fail2ban/action.d/*. (conf|local) 0  pNCLUDES]
O0000000iptables.confOO0O0O0O jail.confO O OO action O before =
OO iptables0 00 actionOD OO0 0O00OO0O0OO0OOOOOO after =

[Init]

key = value
[Definition]

actionsiart =
actionsiop =
actioncheck =
actionban =
actionunban =

e INCLUDES

0000000000000000o0ooooog .lecaloOO
e Init

O0000U0oooogg DefintionOo OO
e Definition

1. actionstartO 000 FailRkban D00 OO0OOOO0OOOOCODOOOOODOO

actionstopd 000 FailRban OO OO OOOOOOOO
actionbanO OO O ODOO0O IPOOOODOOOOODO
actionunbanO D OO 000000 IPODOOODOOOOODO
actioncheckO D OO O OOO actionban O actionunban D00 O0OO0O0OO00OO0OOO
0000 actionban O actionunban(]

Uik whN
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[Definition]
actionstart = iptables -N fail2ban-<name=
i -A Tail2ban- RETURN
es -I INPUT -p = = - =port> -j failZban-<name=

failZban-=name:

actioncheck = iptables -n -L INPUT | grep -gq failZban--<name:=

actionban = iptables -I failZban-=name= 1 -5 <ip= -j DROP
actionunban = iptables -D fail2ban-<name= -5 <ipe -j DROP

[Init)
name = default

Jodd

1. 00000000000 SSHOOOOQFTPQWeb OO OO ODODODOOO0OODOODOOODOO
godooooododouoooooooodooooooooood

2. 000000000000 0000DO00000DOD000O0O000DOO00
phpMyAdmin[JphpBB[DrupalJWordPress 0 0 0 0 00000000000 DOOOOODOODOOO
O0000000 ApacheDOOOOODOOODOOODOODOJ404 Not Found(JOO 00 403 Forbidden[]
gbdooodooododouonoooooooooouoonoan

3. 00000000 filter (apache-notexist.conf)O0 OO jail.confOOOOOOOOODOO
gbdoooooootdououonoooooago

Definition

failregex client <HOST File does exist): .*

ignoreregex
apache-notexist

enabled true
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filter apache-notexist

action iptables | name=HTTP, port=http, protocol=tcp
sendmail-whois|[name=HTTP, dest=root, sender=fail2banclocalhost

logpath /var/log/httpd/*error log

maxretry

bantime

goon

Fail2ban O O

WFail2ban (@O OO 0O)

Log Samples - OSSEC Wiki
Regular expression operations
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