2023/05/03 18:55 12 0D00O0o0ooo@o)

00000000@o)

gobooobbodobobooobbooobboobbooobbooooboo

gooog

1//00obooboooogoooooboooobooobooooo0obDoobDboobbooooboooDoOoo
gobogoboodb obbooobboobbooobbooobooobbooobnoboon O
ooobobooobobobooobobobDUooboboooobobo(obo)yooooo O
OO000O0DbOo0po2p000b00bDOoOooOooboil0oTBpDObO00obooooboboOoDO

O CryptOLOckerd O O

O o
O EEN
O

CryptOLOcker 000000000 O)0 0

1. CryptOLOcker 020150 40 0 O O CryptoLocker 00O O OO

2. 000000000000 DOO0ODO0OO0O00ODOO0ODO0OO0DOODODOO0DO0OO0ODbDOODOOO@ODO
000)d

3. Windows OO OODODOO0OOODODODOODODOODOODODOOOOODODOOODOODOO
godooooodooooon

4, 00 0O0O0O0O0OODO[J*odt, *.0ds, *.0dp, *.odm, *.odc, *.odb, *.doc, *.docx, *.docm, *.wps, *.xls,
*xlsx, *.xlsm, *.xlIsb, *.xlk, *.ppt, *.pptx, *.pptm, *.mdb, *.accdb, *.pst, *.dwg, *.dxf, *.dxg,
*wpd, *.rtf, *.wb2, *.mdf, *.dbf, *.psd, *.pdd, *.pdf, *.eps, *.ai, *.indd, *.cdr, *.jpg, *.jpe,
img_*.jpg, *.dng, *.3fr, *.arw, *.srf, *.sr2, *.bay, *.crw, *.cr2, *.dcr, *.kdc, *.erf, *.mef, *.mrw,
*.nef, *.nrw, *.orf, *.raf, *.raw, *.rwl, *.rw2, *.r3d, *.ptx, *.pef, *.srw, *.x3f, *.der, *.cer, *.crt,
*.pem, *.pfx, *.p12, *.p7b, *.p7c

5. Lnux 000000000 MagentoOOOOOODOOOODOOOODOOOO(Linux.Encoder.1
)

goon

O00000 windows7 00000 WindowsUpdateOOOoOGOoOoOdOOd

Oodoooooooooooooooooooooa

00000000000 (>gavaAdobe Reader[JAdobe Flash Player[]

goooooboboboootototootddgoooooooobobobobobonoootooooodooon

goooboooooooooogd

5. 00000000000000000O000O00O000O00O0DOO0OO0O0OO0OO0OOOOOO0OO0
gooooooooooonooooonooogd

6. 000000000000 DLOO0O0OO0OOOO0ODLOO00OO0OOOO0DO0ODOO0OO0OOOoDOoOObOOoOn
O000000D00000pgsSSH..000000O00000ddadministratorJrootjC 0 00O O

7. 000000000000O0OC0O0O00O0OO0O0O0OO0OO0O0OO00O000

8. 00O OOO00O0OObOOO0O0O0OOObOO0DOoOoOoOoObOoOoOoOoOooOoboOoOoOooOooOon

Ll

goodoooad

oooboooobobobooboboooobobooobobobDoobobobDboobOo@Eouo
Oo0obOoooon)

o HELP_TO_SAVE_FILES.txt

00000 - https://net.nthu.edu.tw/netsys/



Last update: 2017/03/07 15:14 security:attack:ransomware https://net.nthu.edu.tw/netsys/security:attack:ransomware

e HELP RESTORE_FILES.txt

DECRYPT_INSTRUCTIONS

RECOVERY _FILE.txt

.encrypted (00000000 .encrypted D0 00O)
e €7z

e .ecc

From:
https://net.nthu.edu.tw/netsys/- 00 O 0O O

Permanent link:
https://net.nthu.edu.tw/netsys/security:attack:ransomware

Last update: 2017/03/07 15:14

https://net.nthu.edu.tw/netsys/ Printed on 2023/05/03 18:55


https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/security:attack:ransomware

	檔案加密勒索軟體(病毒)
	案例說明：
	Crypt0L0cker 檔案加密勒索軟體(病毒)說明
	預防方法
	檢查是否有感染



