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IR B

e $%H http://openntpproject.org/ FIERITTE, HHEELILL 4R, AR AH open NTP
server [5fE
o AREBIE NTP &3

Check open ntp for the target IP 140.114.XX.XX
Time: Tue May 14 15:06:28 2019

check open ntp: 140.114.XX.XX
check open ntp server with (140.114.XX.XX,,)

Command: (/sbin/ntpq -c rv 140.114.XX.XX; /sbin/ntpdc -n -c
monlist 140.114.XX.XX)

STDOUT: 6

associd=0 status=062c leap none, sync ntp, 2 events, clock step,
version="4", processor="unknown", system="UNIX", leap=00,
stratum=3,

precision=-10, rootdelay=, rootdisp=, refid=118.163.81.61,
reftime=e084df98.d4395a58 Tue, May 14 2019 14:32:56.829,
clock=e084e775.028f5c30 Tue, May 14 2019 15:06:29.010,
peer=39323,

tc=10, mintc=3, offset=, frequency=, sys jitter=, clk jitter=,
clk wander=

STDERR: 1
140.114.XX.XX: timed out, nothing received
***Request timed out

Is 140.114.XX.XX an open ntp server?
ANSWER: YES for 140.114.XX.XX

o FRLILIT AR, RARA open NTP server A&
1. & NTP B, 7506 Cbl HLAR CoE, R A e

Check open ntp for the target IP 140.114.63.253
Time: Tue May 14 15:11:28 2019

check open ntp: 140.114.63.253
check open ntp server with (140.114.63.253,,)

Command: (/sbin/ntpq -c rv 140.114.63.253; /sbin/ntpdc -n -c
monlist 140.114.63.253)

STDOUT: -1
STDERR: 3

140.114.63.253: timed out, nothing received
***Request timed out
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140.114.63.253: timed out, nothing received
***Request timed out

Is 140.114.63.253 an open ntp server?
ANSWER: NO for 140.114.63.253

EmfEik
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o DL M AR A NTP 23, FHAMIE 123/udp FI3H00, PRGBSO TS B8 I 1P Rk 2 B U
SERER(BFEaRd/
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TAEAT 7 bypass BN SRIIE, T LAY R i 82 A8 A S R A A A B (14 22 Bl e (T 20

NTP kg

o i I NTP #k## (http://www.ntp.org/) [IE&ERE ntp.conf LA~ LA ¥~ fiff B 50 B A7 B3 il (access
contro)JUF#EANE R, FEHITS

f4: https://www.eecis.udel.edu/~mills/ntp/html/accopt.html#restrict
o LINIE—{THE: FHRIEEHTA AR

restrict default ignore

o PLFNIE 478K W4 r IRASHIMAE 140. 114. 0. 0/255. 255. 0. 0 {75 (query){EIEAE H modify
Bl trap

restrict 140.114.0.0 mask 255.255.0.0 nomodify notrap

o TR E HOFTHIED ntpd B, 35 AR Ass R 98 NTP (il 45 140.114.xx.xx 15 H &),
HUE A B [ EE AU .

# /sbin/ntpq -c rv 140.114.xx.xx

140.114.xx.xx: timed out, nothing received
***Request timed out

NTP client

g

o PR 140.114.63. 1 B 140. 114. 64. 1 ZH NTP $85 ()45 i 28 (server) D5 B & 127.0.0. 1
Ayl HERFEE, RIFREH ntp.conf (2HEREWT:

restrict default ignore

server 140.114.63.1
restrict 140.114.63.1 mask 255.255.255.255 nomodify noquery notrap
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server 140.114.64.1
restrict 140.114.64.1 mask 255.255.255.255 nomodify noquery notrap

restrict 127.0.0.1 nomodify notrap
o 5 Rk i BT REN ntpd IR

# ntpq -c peers 127.0.0.1
remote refid st t when poll reach delay
offset jitter

*140.114.64.1 216.239.35.0 2 u 124 256 377 0.181
1.043 0.400
+140.114.63.1 140.114.63.132 3 u 52 256 377 0.141
0.881 0.220

ARBE AR

CIEREEEG SUAE e il (. MEARAFRSRIE 23 [IP/> 48 Bt #8) A B 1R H A open NTP server [/,
TR S A AR, RAIER A B S, BEABREERNTRE, KRR
BEREME. RUSE. BC(W)BEMRA. RIESEFRANER, FZ mucheng @ cc.nthu.edu.twAFISI R
THE, BERA, BRARCFA2ETFEE, #5!

Cisco ARt

o [0 Cisco WS-C2960-24PC-L 48k ac st : 4% open NTP server P i€ 77 NG5 2% T, A
ORHE AR % RS AMOT R N SR 1 (2019/05/29) .

Wk @ Cisco
U5k ¢ Cisco WS-C2960-24PC-L Switch
(SRR A ¢ version 12.2(55)SE12
open NTP server fig; 41 | :
C2960_PoE#conft
Enter configuration commands, on per line. End with CNTL/Z.
C2960_PoE(config)#access-list 99 permit 140.114.63.1
C2960_PoE(config)#access-list 99 permit 140.114.64.1
C2960_PoE(config)#access-list 39 deny any
C2960_PoE(config)#ntp access-group serve-only 99
C2960_PoE(config)#exit

e =0 Cisco WS-C3750G 4 s #ans (fiA<:12.2(55)SE12)[Ji % open NTP server [ &% & )7 i
SHELNT RS, AR RHEEH A 2R 50 RS se A SR At (2019/05/31)
o fa42H AL
https://www.cisco.com/en/US/products/ps6017/products command_reference chapter091
86a008087ab11.html#wpl1010372

https://net.nthu.edu.tw/netsys/ Printed on 2025/07/04 04:26


https://net.nthu.edu.tw/netsys/_detail/ntp:cisco_ws-c2960-24pc-l_switch.png?id=ntp%3Aopen_ntp
https://www.cisco.com/en/US/products/ps6017/products_command_reference_chapter09186a008087ab11.html#wp1010372
https://www.cisco.com/en/US/products/ps6017/products_command_reference_chapter09186a008087ab11.html#wp1010372

2025/07/04 04:26 5/6 Open NTP server [IRRE

SW#conf t
SW(config)#ip access-list standard 98
SW(config-std-nacl)# deny any

SW(config)#ip access-list standard 99
SW(config-std-nacl)# permit host 140.114.63.1
SW(config-std-nacl)# permit host 140.114.64.1
SW(config-std-nacl)# deny any
SW(config)#exit

config
config

SW ( #ntp server 140.114.64.1
SW (
SW(config
SW (

SW (

#ntp server 140.114.63.1

#ntp access-group peer 99

#ntp access-group serve 98

#ntp access-group query-only 98
#end

config

config
SW(config
SWH#wr

~— S N S~

SW#sh ntp associations

address ref clock st when poll reach delay

offset disp

+~140.114.64.1 140.114.63.132 3 169 1024 377 0.8
-0.01 0.1

*~140.114.63.1 140.114.63.132 3 21 1024 377 0.5
-0.34 0.3

* master (synced), # master (unsynced), + selected, - candidate,
~ configured

HPE #98%a%4E

 [EN HPE 1920 8G PoE+ (180W) #p&xc#uas: &4 open NTP server [fE 2 &€ 77 Gl 2% T &,
A RHERH A % 2R AT RN IR 1 (2019/05/29) «
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Eh& : HPE

FUSE © HPE 1920 8G PoE+ (180W) Switch (JG922A)
i (87])BERR AL © version 5.20.99, Release 1116
open NTP server ;24T -
<140.114.X.X>_cmdline-mode on

All commands can be displayed and executed. Continue? [Y/N]Y

Please input password:***#**¥xsxsxsxrsxsxs ¥ (Jinhual920unauthorized)
Warning: Now you enter an all-command mode for developer's testing, some
commands may affect operation by wrong use, please carefully use it with our
engineer's direction.

<140,114 X, X>system-view

System View: return to User View with Ctri+Z.

[140.114.X.X]acl number 2001

[140.114.X.X-acl basic 2001]rule O permit source 140.114.63.10
[140.114.X.X-acl basic 2001]rule 1 permit source 140.114.64.10
[140.114.X.X-acl basic 2001]rule 5 deny source any

[140.114.X.X-acl basic 2001]ntp-service access synchronization 2001
[140.114.X.X-acl basic 2001]save (force)

[140.114.X.X-acl basic 2001]quit

[140.114.X.X]quit

SEER

e Open NTP Project
e NTP amplification attack
e NTP can be abused to amplify denial-of-service attack traffic
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