2026/07/01 15:38 1/2 00000QCSAD 0600000000000 0KEVO O (2026/06/22-2026/06/28)

00000 2026/06/30

OoooopgCsAti e 0 ooooooonbd
[1 KEV] [J (2026/06/22-2026/06/28)

e 00ODO:0OODOQNCISAD DO DODOODOODDOOKEVO O (2026/06/22-2026/06/28)

e OODO:

o000 000000 D0ODODDODOO0DOODOD TWCERTCC-200-202606-00000018

o [JCVE-2025-67038[]Lantronix EDS5000 Code Injection Vulnerability (CVSS v3.1: 9.8)

oc000D0OD0ODOO:OOLantronix EDS5000 D0 D00 00O0DO0DODOOODOODOO
0o0o0dooooooonod usernamed 000 rootd o0

o [JCVE-2026-34910[JUbiquiti UniFi OS Improper Input Validation Vulnerability (CVSS v3.1:
10.0)

ocD00D00OD0ODDOO:O0OQUbiquitiUniFiOSOODOODOODODOOOODOODOOOOO
doouoooooooouoooobogoo

o [JCVE-2026-34909(JUbiquiti UniFi OS Path Traversal Vulnerability (CVSS v3.1: 10.0)

cD00D00000ODDO:OOgUbiquitiUniFiOSOOODOOODOOODOODOODOOOOOOO
gddooooododouoooooooodouoooooooooooouoooad
dooooooooood

o [JCVE-2026-34908[JUbiquiti UniFi OS Improper Access Control Vulnerability (CVSS v3.1:
10.0)

ocd00D000O00ODDO:OOgUbiquitiUniFiOSOOODOOODODODODODOODOOOOOOO
godooooooouoooooooooooon

o [JCVE-2026-12569[JPTC Windchill and FlexPLM Improper Input Validation Vulnerability
(CVSS v3.1: 9.8)

o 00000000 OO:O0QPTCWindchillO FlexPlMO D OO DODOOOOOODODOOO
dooooooboooooooooboooooooon

o [JCVE-2026-20230[]Cisco Unified Communications Manager Server-Side Request Forgery
(SSRF) Vulnerability (CVSS v3.1: 8.6)

o 000D0O0D00ODOO0O:00([Cisco Unified Communications Manager[JUnified CM[J O Cisco
Unified Communications Manager Session Management Edition[JUnified CM SME[J O O O
doodooooooooooooooooooogooooonooooooooood
00ddddooooooooog root

e JOODO:

o [JCVE-2025-670380 00000000 DOOO
https://www.lantronix.com/technical-support/security-updates/vulnerability-disclosure-poli
cy/vulnerability-library/cve-2025-67038-eds-5000-
eds-3000/?_gl=1*11k48gn* up*MQ..* ga*NzY1MzgwNjcxLjE3ODI20TcONzg.* ga_M2G6RL
T5L3*czE30DI20TcONzckbzEkZzEKADE30ODI20Tc1NTckajYw)Gww)Ggw

o [JCVE-2026-349100 00000000 DODOO
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42a
b-bd61-cc994445963b

o ICVE-2026-349090 00000000000
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42a
b-bd61-cc994445963b

o [JCVE-2026-349080 D000 DOOO0O0DOOO
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42a

00000 - https://net.nthu.edu.tw/netsys/


https://www.lantronix.com/technical-support/security-updates/vulnerability-disclosure-policy/vulnerability-library/cve-2025-67038-eds-5000-eds-3000/?_gl=1
https://www.lantronix.com/technical-support/security-updates/vulnerability-disclosure-policy/vulnerability-library/cve-2025-67038-eds-5000-eds-3000/?_gl=1
https://www.lantronix.com/technical-support/security-updates/vulnerability-disclosure-policy/vulnerability-library/cve-2025-67038-eds-5000-eds-3000/?_gl=1
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b

Last update: 2026/06/30 09:21  mailing:announcement:20260630_22 https://net.nthu.edu.tw/netsys/mailing:announcement:20260630_22

b-bd61-cc994445963b

o [JCVE-2026-125690 00 00O OOODOOO
https://www.ptc.com/en/support/article/C5473270

o [JCVE-2026-2023000 000000000 OO
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cu
cm-ssrf-cXPnHCW

e 1O ODO:

o [JCVE-2025-67038 00000000000 DOOOODDOOOODOO
https://www.lantronix.com/technical-support/security-updates/vulnerability-disclosure-poli
cy/vulnerability-library/cve-2025-67038-eds-5000-
eds-3000/?_gl=1*11k48gn* up*MQ..* ga*NzY1MzgwNjcxLjE30DI20TcONzg.* ga M2G6RL
T5L3*czE30DI20TcONzckbzEkZzEKdDE30ODI20OTc1NTckajYw)Gww)Ggw

o [JCVE-2026-34910 00000000000 DOOOODODOOOODOO
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42a
b-bd61-cc994445963b

o JCVE-2026-34909 0000000000 DODODOODOODOOD
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42a
b-bd61-cc994445963b

o [JCVE-2026-34908 0 0000000000 DOOOOODOOOODOO
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42a
b-bd61-cc994445963b

o JCVE-2026-12569 0000000000 DODOODOOODOODOOO
https://www.ptc.com/en/support/article/CS473270

o [JCVE-2026-202300 00000000000 DOOOODODOOOODOO
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cu
cm-ssrf-cXPnHcW

From:
https://net.nthu.edu.tw/netsys/- 00 0O 0O O

Permanent link: [x]
https://net.nthu.edu.tw/netsys/mailing:announcement:20260630_22

Last update: 2026/06/30 09:21

https://net.nthu.edu.tw/netsys/ Printed on 2026/07/01 15:38


https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://www.ptc.com/en/support/article/CS473270
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cucm-ssrf-cXPnHcW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cucm-ssrf-cXPnHcW
https://www.lantronix.com/technical-support/security-updates/vulnerability-disclosure-policy/vulnerability-library/cve-2025-67038-eds-5000-eds-3000/?_gl=1
https://www.lantronix.com/technical-support/security-updates/vulnerability-disclosure-policy/vulnerability-library/cve-2025-67038-eds-5000-eds-3000/?_gl=1
https://www.lantronix.com/technical-support/security-updates/vulnerability-disclosure-policy/vulnerability-library/cve-2025-67038-eds-5000-eds-3000/?_gl=1
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://community.ui.com/releases/Security-Advisory-Bulletin-064-064/84811c09-4cf4-42ab-bd61-cc994445963b
https://www.ptc.com/en/support/article/CS473270
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cucm-ssrf-cXPnHcW
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cucm-ssrf-cXPnHcW
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20260630_22

	【漏洞預警】CISA新增6個已知遭駭客利用之漏洞至KEV目錄(2026/06/22-2026/06/28)

