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[JCVE-2021-39935[]GitLab Community and Enterprise Editions Server-Side Request
Forgery (SSRF) Vulnerability (CVSS v3.1: 6.8)
O0000000000:00(0Gitkab Community O Enterprise 00 0000000000OC0O
O000D00000D0D0DO0DoO0oooDOoo CllntAPIDOOOOCODOODOO
[JCVE-2025-64328[JSangoma FreePBX OS Command Injection Vulnerability (CVSS v3.1:
7.2)

O0000000000:00(0Sangoma FreePBX Endpoint Manager0 000000000
00000000 DODODODODODOODODODOO testconnection - check ssh_connect() 0 0 OO
O00D0000 asteriskD 00000 OODOOO

[JCVE-2019-19006[JSangoma FreePBX Improper Authentication Vulnerability (CVSS v3.1:
9.8)
OO0000D00000:00Q0SangomaFreePBXO OO OODOOOOODOODOOODOOOO
0000000000 00000 FreePBXOODODOOOOOOOO
[0CVE-2025-40551[]SolarWinds Web Help Desk Deserialization of Untrusted Data
Vulnerability (CVSS v3.1: 9.8)
O00D0000000:000SolarWindsWebHelpDesk OO OO0 ODOO0OOOOODOOOO
dooooooooooooooonooooboooooooaa

[JCVE-2025-11953[JReact Native Community CLI OS Command Injection Vulnerability
(CVSS v3.1: 9.8)
O0000000000:00(0React Native Community CLIDOOO0O0O0OO0O0O0ODOOO
0000000000000 000 Metro DevelopmentServerO00O POSTO OO OOOO
0000000000000 0000D0O0O0 WindowsOOODOOoOOOooooooOoO
OO0O00oOo shellOODO

[JCVE-2026-24423[]SmarterTools SmarterMail Missing Authentication for Critical Function
Vulnerability (CVSS v3.1: 9.8)

O00D0000000:0[7SmarterTools SmarterMail O ConnectToHub APIO OO0 00O
0000000000000 0000 SmarterMail DO DO OOOOO HTTPOOODOO
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https://about.gitlab.com/releases/2021/12/06/security-release-gitlab-14-5-2-released/
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https://github.com/FreePBX/security-reporting/security/advisories/GHSA-vm9p-46mv-5xvw
[OCVE-2019-19006(]
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o FreePBX 15.0.0.00 15.0.16.26(01 )OI O

o [JCVE-2025-40551[]
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https://www.solarwinds.com/trust-center/security-advisories/cve-2025-40551

o [JCVE-2025-11953[]

o 000000000 D0OO0 https://github.com/advisories/GHSA-399j-vxmf-hjvr
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https://github.com/FreePBX/security-reporting/security/advisories/GHSA-vm9p-46mv-5xvw

o [JCVE-2019-19000j 0000000 OOODDOOOODDOOOODODO
https://community.freepbx.org/t/freepbx-security-vulnerability-sec-2019-001/62772
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