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e JOODO:
o [JSiemens
o CVE-2025-40942 Siemens TeleControl Server Basic
o CISA CVE-2025-40944 Siemens SIMATIC and SIPLUS products
o CISA CVE-2025-40935 Siemens RUGGEDCOM ROS
o CISA CVE-2025-40830[]CVE-2025-40831 Siemens SINEC Security Monitor
o CISA CVE-2025-40891[]CVE-2025-40892[]CVE-2025-40893[]CVE-2025-40898 Siemens
RUGGEDCOM APE1808 Devices
o CISA CVE-2025-40805 Siemens Industrial Edge Devices
o CISA CVE-2025-40805 Siemens Industrial Edge Device Kit
o [JSchneider Electric
o CVE-2025-13844[]CVE-2025-13845 Schneider Electric EcoStruxure Power Build Rapsody
o CISA CVE-2018-12130 Schneider Electric EcoStruxure Foxboro DCS
o CISA CVE-2022-4046[] CVE-2023-28355[] CVE-2022-47378[] CVE-2022-47379(
CVE-2022-47380[] CVE-2022-47381[] CVE-2022-47382[] CVE-2022-47383[]
CVE-2022-47384[] CVE-2022-47386[] CVE-2022-47387[] CVE-2022-47388[]
CVE-2022-47389[]CVE-2022-47390[]CVE-2022-47385[JCVE-2022-47392[1CVE-2022-47393[]
CVE-2022-47391[]CVE-2023-37545[JCVE-2023-37546[1CVE-2023-37547[] CVE-2023-37548[]
CVE-2023-37549[] CVE-2023-37550(] CVE-2023-37551] CVE-2023-37552[]
CVE-2023-37553[] CVE-2023-37554[] CVE-2023-37555[] CVE-2023-37556[]
CVE-2023-37557[] CVE-2023-37558[] CVE-2023-37559[] CVE-2023-3662[] CVE-2023-3663[]
CVE-2023-3669[] CVE-2023-3670 Schneider Electric devices using CODESYS Runtime
o CISA CVE-2025-13905 Schneider Electric EcoStruxure Process Expert
o [JAveva
o CVE-2025-61937[JCVE-2025-64691[JCVE-2025-61943[]CVE-2025-65118[]CVE-2025-64729[]
CVE-2025-65117[JCVE-2025-64769 AVEVA Process Optimization
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e 1O ODO:
. https://www.cisa.gov/news-events/ics-advisories/icsa-26-015-03
. https://www.cisa.gov/news-events/ics-advisories/icsa-26-015-04
. https://www.cisa.gov/news-events/ics-advisories/icsa-26-015-05
. https://www.cisa.gov/news-events/ics-advisories/icsa-26-015-06
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5. https://www.cisa.gov/news-events/ics-advisories/icsa-26-015-07
6. https://www.cisa.gov/news-events/ics-advisories/icsa-26-015-08
7. https://www.cisa.gov/news-events/ics-advisories/icsa-26-015-09
8. https://www.cisa.gov/news-events/ics-advisories/icsa-26-015-10
9. https://www.cisa.gov/news-events/ics-advisories/icsa-26-020-01
10. https://www.cisa.gov/news-events/ics-advisories/icsa-26-020-02
11. https://www.cisa.gov/news-events/ics-advisories/icsa-26-022-01
12. https://www.cisa.gov/news-events/ics-advisories/icsa-26-015-01
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	【漏洞預警】115年1月份西門子、施耐德電機、Aveva等工控系統大廠，陸續針對旗下ICS產品發布多則安全修補公告

