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1. [JCVE-2022-48503JApple Multiple Products Unspecified Vulnerability (CVSS v3.1: 8.8)

s JO000000000:00[0Apple macOSiOS[tvOS[]Safari O watchOS 0O O
JavaScriptCoreD 0 0 OO0 00DOD0OO0ODOO0ODODOOODOOOOOODOOOOOOO
O000D000000D0oOooO(ol)DODOO(ES)JUODDODODOODO
oo

 JO0000000000oooooooao

= https://support.apple.com/en-us/102879

= https://support.apple.com/en-us/102893

= https://support.apple.com/en-us/102878

= https://support.apple.com/en-us/102891

= https://support.apple.com/en-us/102892

2. [JCVE-2025-2746[]Kentico Xperience CMS Authentication Bypass Using an Alternate Path
or Channel Vulnerability (CVSS v3.1: 9.8)

» J000000000:000Kentico XperienceCMSOOOODODODOODOOOODOO
OO0O00O0OOdpsStagingSyncServer0 0O 0000000 SHALOODODOOOOODOO
godooooooooooooooon

» 000000 Kentico Xperience 130.1720 0000

3. [OCVE-2025-2747Kentico Xperience CMS Authentication Bypass Using an Alternate Path
or Channel Vulnerability (CVSS v3.1: 9.8)

» J000000D00D0:00[0KenticoXperienceCMS OO OODODOODOODOODOOO
O00D00000 StagingSyncServerJO OO OOOOOONoneO ODOODOOOO
doodoooooooboooooooooogao

» 00 000D0[QKentico Xperience 130.1780 0000

4. [JCVE-2025-33073Microsoft Windows SMB Client Improper Access Control Vulnerability
(CVSS v3.1: 8.8)

« JO000000D00D0:000Microsoft WindowsSMBO OO DO OOOOOOOOO
0d000d0ooDOoopoooooooboosvMBOOOOoOoOoOOoOOoDDOOOODDOOd
dooooooooooboooobooa

 JO0000000000O0ooobooao

= https://msrc.microsoft.com/update-quide/vulnerability/CVE-2025-33073

5. [JCVE-2025-61884[JOracle E-Business Suite Server-Side Request Forgery (SSRF)
Vulnerability (CVSS v3.1: 7.5)

« 000000000 :00(QOracle E-Business Suite [0 Oracle Configurator O
Runtme D0 0O0ODOO0OO0O0OO0D0DODODOOODODODOOODOOOODOODO

 JO00000000Ooooooobooao

= https://www.oracle.com/security-alerts/alert-cve-2025-61884.html

6. JCVE-2025-61932[JMotex LANSCOPE Endpoint Manager Improper Verification of Source of
a Communication Channel Vulnerability (CVSS v3.1: 9.8)
» J00000000D:000Motex LANSCOPE Endpoint ManagerD D 000000
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= https://www.motex.co.jp/news/notice/2025/release251020/
7. [JCVE-2025-54236[JAdobe Commerce and Magento Improper Input Validation Vulnerability
(CVSS v3.1: 9.1)
0000000000 :00[0Adobe Commerce O Magento Open Source 000 OO
00000000000 D0OO000 Commerce RESTAPIOODDOOODO
 JO00000o00ooooooooon
» https://helpx.adobe.com/security/products/magento/apsb25-88.html
8. [JCVE-2025-59287IMicrosoft Windows Server Update Service (WSUS) Deserialization of
Untrusted Data Vulnerability (CVSS v3.1: 9.8)
» 00000000 00D0:00[Q Microsoft Windows Server Update Service[JWSUS[JO O
dooooooboooooooooboooooooo
 JO00000000o0oooooooao
= https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59287
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1. JCVE-2022-48503j 00000 DOO000DoDOOonoOooOoOooooOoa
https://support.apple.com/en-us/102879
https://support.apple.com/en-us/102893
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2. [JCVE-2025-2746 000 0D0DO0OO00ODODOODODOOOODODOOO

= https://devnet.kentico.com/download/hotfixes
3. [JICVE-2025-2747 0 0000000000000 OOO0ODOOO0O
= https://devnet.kentico.com/download/hotfixes
4. [ICVE-2025-33073j0 000000 DODO000oOoOooonoooooo
= https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-33073
5. JCVE-2025-61884] 0000000000 DOOOODODODOODODOOO
= https://www.oracle.com/security-alerts/alert-cve-2025-61884.html
6. [JCVE-2025-619321 0000000000 DOOO0DODODOODODOOO
= https://www.motex.co.jp/news/notice/2025/release251020/
7. JCVE-2025-54236 0000000000 DOOO0ODODODOODODOOO
= https://helpx.adobe.com/security/products/magento/apsb25-88.html
8. JCVE-2025-59287] 0000000000 DOOOODODODOODODOOO
= https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-59287
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	【漏洞預警】CISA新增8個已知遭駭客利用之漏洞至KEV目錄(2025/10/20-2025/10/26)

