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1. [JCVE-2021-22555[Linux Kernel Heap Out-of-Bounds Write Vulnerability (CVSS v3.1: 8.3)

= [RGEBZRUHIFH - AR A0 LinuxiZ O AEEHERR R 55 NI, B85 ml R H a&% i R
753645 FH 3 i 44 7 T S THHE PR B30 B Do S (375 1 HEFE FL AR B4R 0T 20) «

» [225F 4] Linux Kernel 2.6.19-rc1(%) 2 & kA

2. [ICVE-2010-3962[]Microsoft Internet Explorer Uninitialized Memory Corruption
Vulnerability (CVSS v3.1: 8.1)

= [ 58 BRI H - K500 Microsoft Internet Explorerff-7E K ¥4k sc 1 B4 18 2w
i, AT BE IO R v R LR ERAT

» (P2 E]) S2EE AR 2R

= https://learn.microsoft.com/en-us/security-updates/securitybulletins/2010/ms10-090

3. [JCVE-2021-43226[Microsoft Windows Privilege Escalation Vulnerability (CVSS v3.1: 7.8)

» [REE B RIKEEF H : ©400 Microsoft Windows 3 Fi H 5f# & R & EREIFE X A7-EMERR
ST, R AE o A A HiuRR HE ) B8R 2 IR R T 2 A Bk o

= (P21 8] W2 EE A8 R

= https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2021-43226

4. [JCVE-2013-3918[Microsoft Windows Out-of-Bounds Write Vulnerability (CVSS v3.1: 8.8)

o [ REEFRREEPRH : K H0 Microsoft WindowsE:InformationCardSigninHelperi )
[ActiveXiz T8 (icardie.dll) fF7EM S 55 NIl o BB AT g Ry 5 i 4 B 20 FH )t D
To P B B A E IRy, R ] R R B0 i AR NS T o BRI FH s TR () B0 82
&P HAS B B B AR RO RERR o 52 5 B 28 il r) e I AR A I T 4% 1 (EoL) ml 4 1
R 755 (EOS) Ik e A5 FH 35 5 LA I RZ 8 ot o

» (P2 E]) 25T T AR 2R

= https://learn.microsoft.com/en-us/security-updates/securitybulletins/2013/ms13-090

5. [JCVE-2011-3402Microsoft Windows Remote Code Execution Vulnerability (CVSS v3.1:
8.8)

» [ R EERIEEA R %10 Microsoft Windows Kernel7E 2 015 = Bl # 72
Awin32k.sysH i TrueType = B i i 51 BEAFAE IR, ] B 70372 vy BOSE 35 5 J0 s B 1Y)
FRIGRL, fEWord SR el 4 | b AT AR S AR 2UHS

» [REFE]) G255 AR 28R

» https://learn.microsoft.com/en-us/security-updates/SecurityBulletins/2011/ms11-087

6. [JCVE-2010-3765[]Mozilla Multiple Products Remote Code Execution Vulnerability (CVSS
v3.1: 9.8)

o [REEEREREEPR H K50 Mozilla FirefoxJSeaMonkeyEiThunderbird 7 AL
FJavaScripthe 7778 A L B 5 B IR o 25 by 50 58 5 W] 7% 0 Bl
nsCSSFrameConstructor::ContentAppendedJappendChild 7772, A IERER) 2 5] BB,
SRS 2R AHB R W B ) B, SO IR, T PTEEE UA .

= [EVE]) 2 EE VIS8 RA

= https://blog.mozilla.org/security/2010/10/26/critical-vulnerability-in-firefox-3-5-and-fi
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7. [CVE-2025-61882[]0racle E-Business Suite Unspecified Vulnerability (CVSS v3.1: 9.8)

» [ B EYRIESA /2] Oracle E-Business Suite f#] Bl Publisher ¥-& oA 1245 K
AR RIRIE, TR RFFEIE HTTP HoRKEas M # MR I % Oracle
Concurrent Processing[]

» [RETE]) G255 AR 28R

= https://www.oracle.com/security-alerts/alert-cve-2025-61882.html

8. [JCVE-2025-27915[]Synacor Zimbra Collaboration Suite (ZCS) Cross-site Scripting
Vulnerability (CVSS v3.1: 5.4)

o [ SREEEPRH K H] Synacor Zimbra Collaboration Suite(ZCS)#45# Web
FEL 7 it A A5 34 A BSOXSSIRAA, A2 BRI ST ICS A8 %8k HTML P25 s IR A2
BT AR S A R ICS THH M T B, KA JavaScript ErB s # A
ontoggle FEAF AT . BUEEF W] HE AL 32 5 3 B LAERE B b AT AR = JavaScript F£2
W, T PAT REARERERAE, 1 AN B Ege 2 LUK B0 i 2 2 IO 1 | st
A%, BUEEE T REE 2 FHA MR P PUT R REM R, AT BR R a7 B R A MRAEAT Ko

= (P21 E]) S2EE AR RA

» https://wiki.zimbra.com/wiki/Zimbra_Security_Advisories

9. JCVE-2021-43798[]Grafana Path Traversal Vulnerability (CVSS v3.1: 7.5)
» [REGERIEFH R0 Grafanafr £ B8 FRIRI , 7T AE 707 SO A7 A R

%o

= EEV6]) W2 E TR A
= https://github.com/grafana/grafana/security/advisories/GHSA-8pjx-jj86-j47p
o WEVEH:
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1. OCVE-2021-225550 & /7 C 8T HH w38, &b 8T A B AR A
= (1).
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/net/netfilter/
x_tables.c?id=9fa492cdc160cd27cel046cb36f47d3b2blefa2l
= (2).
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/net/netfilter/
x_tables.c?id=b29c457a6511435960115c0f548c4360d5f4801d
2. [JCVE-2010-3962(] B 77 L AHsIRE AR M, &F ST AR B A
= https://learn.microsoft.com/en-us/security-updates/securitybulletins/2010/ms10-090
3. (JCVE-2021-43226[] B /7 & ¥R SR S0, &F 5B S AH B flRoAC
= https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2021-43226
4. ICVE-2013-3918[] B Jj Ce ¥R B S8, &b 55T 2 AH B iR A
= https://learn.microsoft.com/en-us/security-updates/securitybulletins/2013/ms13-090
5. JCVE-2011-34020 B 77 CeIBHsIRRE SR R, & ST AR iRA
= https://learn.microsoft.com/en-us/security-updates/SecurityBulletins/2011/ms11-087
6. JCVE-2010-37650 & /7 C.¢I HImiFRE B 58, &8 B0 £ AH B ARA
= https://blog.mozilla.org/security/2010/10/26/critical-vulnerability-in-firefox-3-5-and-fi
refox-3-6/
7. [JCVE-2025-61882[) & 77 L. ¢t ¥ ImiakE h B 18 508, &5 58 £ AH B A
= https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
8. [JCVE-2025-27915[] B /5 C.&t ¥R SR S0, &F BB S AH B flRAC
= https://wiki.zimbra.com/wiki/Zimbra_Security Advisories
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= https://github.com/grafana/grafana/security/advisories/GHSA-8pjx-jj86-j47p
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