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1. [JCVE-2021-22555[Linux Kernel Heap Out-of-Bounds Write Vulnerability (CVSS v3.1: 8.3)

« JO000000000:000LnuxOCOOO0OO0OODOOO0O0OOOO0OODOOOOODOO
O000000000DOooOooobeS(DOODODOoOooOono)d

» 0O 000([]Linux Kernel 2.6.19-rcl(0)0 00 OO

2. [JCVE-2010-3962Microsoft Internet Explorer Uninitialized Memory Corruption
Vulnerability (CVSS v3.1: 8.1)

» 0000000000 :000MicrosoftInternetExplorer0 0000000000000
oodoooooooon

s JO000000000000O000000

= https://learn.microsoft.com/en-us/security-updates/securitybulletins/2010/ms10-090

3. [JCVE-2021-43226[Microsoft Windows Privilege Escalation Vulnerability (CVSS v3.1: 7.8)

0000000000 :000Microsoft Windows OO OO ODODODOOoDOOOOODOO
dooooooooooboooooboooobooooooa

 JO00000000O0oooooooao

= https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2021-43226

4. [JCVE-2013-3918[Microsoft Windows Out-of-Bounds Write Vulnerability (CVSS v3.1: 8.8)

» J000000000:000 Microsoft WindowsO InformationCardSigninHelperD O
OActiveXDO OO (icardiedl) D0 0D O0DDO0OD0OO0DODODOOODOOOODOODOO
godoodoooooouoouoooooouoooooooooooooo
000000000000 0000b0000b0bOoo0oboDbOOoOo0DOO(EcL) OO
OO(oS)IUDOD00OD0D0OODODOO

 JO00000000O0oooooooao

= https://learn.microsoft.com/en-us/security-updates/securitybulletins/2013/ms13-090

5. JCVE-2011-3402JMicrosoft Windows Remote Code Execution Vulnerability (CVSS v3.1:
8.8)

« J000000D0O0:00[] Microsoft Windows KernelD O D OO O OO
Owin32k.sysdO O TrueTyped D000 O00D0O00O0DODOODOOODOODOODOOO
OO000DOdOwordOODODODOOODODOOO

 JO0000o0ooooooooooogo

= https://learn.microsoft.com/en-us/security-updates/SecurityBulletins/2011/ms11-087

6. [JCVE-2010-3765[Mozilla Multiple Products Remote Code Execution Vulnerability (CVSS
v3.1: 9.8)

« 0000000D00D:00[0Mozilla Firefox[]SeaMonkeyD Thunderbird O
OJavaScript0 D0 00000000 0OO0ODOOOOOODO
nsCSSFrameConstructor::ContentAppendedJappendChild O D OO0 OO0 OO0 O OO
doodoooooooouooooooobooooooooooooo

 JO0000o0oooooooooogo

» https://blog.mozilla.org/security/2010/10/26/critical-vulnerability-in-firefox-3-5-and-fi
refox-3-6/
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7. [JCVE-2025-61882[]0racle E-Business Suite Unspecified Vulnerability (CVSS v3.1: 9.8)

» 00000000 0OD:0[QOracle E-Business Suite O Bl Publisher D OO0 0O 0 OO
0000000000000 HTTPOOODODOOODODOOOO Oracle
Concurrent Processing([]

 JO0000o0ooooooooooogo

= https://www.oracle.com/security-alerts/alert-cve-2025-61882.html

8. [JCVE-2025-27915[]Synacor Zimbra Collaboration Suite (ZCS) Cross-site Scripting
Vulnerability (CVSS v3.1: 5.4)

= 0000000000 :00[7Synacor Zimbra Collaboration Suite(ZCS)O O O Web O
OD0D0DO0O00OooapgXsSjooooooooo Icsooo HMLOOOoooood
OO00D0DOooooDIcSO0pDoonoonooon JavaScriptO0 00O O0O0O
ontoggle D0 D DO0O0DOODOOODOODOODOOODOOOODOO JavaScript OO
dotdddoouooouoooooooooooooooooooooouoooon
oo oooon

 JO0000ooooooooooogo

= https://wiki.zimbra.com/wiki/Zimbra_Security Advisories
9. OCVE-2021-43798[]Grafana Path Traversal Vulnerability (CVSS v3.1: 7.5)
s JO000000D0D0:0O0Q0Grafanal 000000000000 OO0ODOODOO0OO
HEN
 JO000o0o0ooooooooouon
= https://github.com/grafana/grafana/security/advisories/GHSA-8pjx-jj86-j47p
e OODO:
c 000D UO0OOoooooong
e JOODO:
1. JCVE-2021-22555(0 000000000 DOD0O0D0OOO0O0DOO0O
= (1).
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/net/netfilter/
x_tables.c?id=9fa492cdc160cd27cel046cb36f47d3b2blefa2l
= (2).
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/net/netfilter/
x_tables.c?id=b29c457a6511435960115c0f548c4360d5f4801d
2. [JCVE-2010-39%6c2[ 000 0DDOOO00ODDOODDOOOODDOOOd
= https://learn.microsoft.com/en-us/security-updates/securitybulletins/2010/ms10-090
3. JCVE-2021-43226] 0000000000 0ODOOOODOODOO0OO
= https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2021-43226
4. [ICVE-2013-3918(j0 0000000000 DOOO00ODODODOOO0OO
= https://learn.microsoft.com/en-us/security-updates/securitybulletins/2013/ms13-090
5. JCVE-2011-3402J 0000000000 DODO0OD0OOOODDOOd
= https://learn.microsoft.com/en-us/security-updates/SecurityBulletins/2011/ms11-087
6. JCVE-2010-37650 0 0000000000000 OOOOoOoOoOnO
= https://blog.mozilla.org/security/2010/10/26/critical-vulnerability-in-firefox-3-5-and-fi
refox-3-6/
7. JCVE-2025-61882 0000000000 DOOOO0ODODODOODDOOO
= https://www.oracle.com/security-alerts/alert-cve-2025-61882.html
8. JCVE-2025-27915] 0 000000000 DOO0O0ODODODOODDOOO
= https://wiki.zimbra.com/wiki/Zimbra_Security Advisories
9. [ICVE-2021-43798 0 000000 DO0O0DOOOODDOOOODODO
= https://github.com/grafana/grafana/security/advisories/GHSA-8pjx-jj86-j47p
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