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1.

[JCVE-2025-32463[]Sudo Inclusion of Functionality from Untrusted Control Sphere
Vulnerability (CVSS v3.1: 9.3)
 J00000000D0:00QSudo 1.9.17pl0 0000000000000 OOOO
Oroot0 0000000 O-chroot0 00000000 DOODOODOOO
O /etc/nsswitch.confO) O O
 JO00000o0ooooooooon
= https://www.sudo.ws/security/advisories/chroot_bug/

. [JCVE-2025-59689(]Libraesva Email Security Gateway Command Injection Vulnerability

(CVSSv3.1: 6.1)
» 00000000 0D:00(Libraesva Email Security Gateway (ESG)0 0 OO0 0O O
doooooboooooooooboooooooo
 JO00000000o0oooooooao

= https://docs.libraesva.com/knowledgebase/security-advisory-command-injection-vul
nerability-cve-2025-59689/

. [JCVE-2025-10035JFortra GoAnywhere MFT Deserialization of Untrusted Data Vulnerability

(CVSS v3.1: 10.0)
» J000000D000:000FortraGoAnywhereMFTO O OO OOOOOOODOOODO
goboooboboodbobooobbooobooobboobobooobboon
oo
 JO00000b00o0bbOoooboobg

= https://www.fortra.com/security/advisories/product-security/fi-2025-012

. [JCVE-2025-20352[]Cisco I0S and 10S XE Software SNMP Denial of Service and Remote

Code Execution Vulnerability (CVSS v3.1: 7.7)
s JO000000000:000CiscolOSOIOSXEOSNMPO O ODOOOOOOODOOO
OO00DO0ooooooeS)ooooonooog
s JO0000000000O00O0O0oOoooao
= https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco
-sa-snmp-x4LPhte

. JCVE-2021-21311JAdminer Server-Side Request Forgery Vulnerability (CVSS v3.1: 7.2)

» J000000000:00JAdminer00000000O00O(SSRAOOODOOOOO
oo ouoououuo
 JO0000000000000O0OUUO O

= https://github.com/vrana/adminer/security/advisories/GHSA-x5r2-hj5c-8jx6

. [JICVE-2014-6278[JGNU Bash OS Command Injection Vulnerability (CVSS v3.1: 8.8)

- J000000D000:00Q0GNUBashDOOOOODODOODOOODODODOODO
dooooooooooooooo
= 0O00O00O[QGNUBash1.14043(0)0 00O
[JCVE-2017-1000353[]Jenkins Remote Code Execution Vulnerability (CVSS v3.1: 9.8)
 JO00000000D0:000)enkinsOO0 00000000 O0OODOODOOODOODOO
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00 00Java SignedObject0 0000000000 O]JenkinsCLDQDDODOOOODO
O ObjectinputStreamO 0 0000000000000 O0OOODOOOOOOOO
 JO00000000Ooooooobooao
= https://www.jenkins.io/security/advisory/2017-04-26/
8. JCVE-2015-7755Juniper ScreenOS Improper Authentication Vulnerability (CVSS v3.1: 9.8)
» J000000000:000QJuniperScreenOSO 000000 OOOOOOOOOO
goodooooodod
 JO00000o00ooooooooon
= https://supportportal.juniper.net/s/article/2015-12-Out-of-Cycle-Security-Bulletin-Scr
eenOS-Multiple-Security-issues-with-ScreenO0S-CVE-2015-7755-CVE-2015-7756
9. [JCVE-2025-21043[]Samsung Mobile Devices Out-of-Bounds Write Vulnerability (CVSS
v3.1: 8.8)
 J000000D000:000 000000dlibimagecodec.quram.soC 00000
doooooooooooooooooga
 JO0000ooooooooooogo

= https://security.samsungmobile.com/securityUpdate.smsb
10. [JCVE-2025-4008]Smartbedded Meteobridge Command Injection Vulnerability (CVSS v3.1:
8.8)
» J000000000D0:00[0Smartbedded Meteobridge 0O 0O O0OOOOOOO
O0000000000000000D0DoooOood(reot)DO0DOO0O0O
 JO0000o0oooooooooogo
= https://forum.meteohub.de/index.php
e 1O ODO:
cJ00O0DbUOOOOUOOoOoOoono
e OODO:
1. JCVE-2025-32463J 0000000000 DODOOO0OOOODODOOO
» https://www.sudo.ws/security/advisories/chroot_bug/
2. [JICVE-2025-59689 0D 000000000 DOOOO0DODOODDOO0O
= https://docs.libraesva.com/knowledgebase/security-advisory-command-injection-vul
nerability-cve-2025-59689/
3. JCVE-2025-10035] 0000000000 DOO0O00DODODOODDOOOd
= https://www.fortra.com/security/advisories/product-security/fi-2025-012
4. [ICVE-2025-20352(0 00 0000000000000 DOOO0O0OO
» https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco
-sa-snmp-x4LPhte
5. JCVE-2021-21311]0000000000DOOO0O0OODOOODODOOO
= https://github.com/vrana/adminer/security/advisories/GHSA-x5r2-hj5c-8jx6
6. [JCVE-2014-6278 0 000000000 O0O0ODOOOO00DOOOODOOOOODODOOO0

goboooboogd
7. JCVE-2017-1000353 000000 00ooooooooooooon

= https://www.jenkins.io/security/advisory/2017-04-26/

8. [JICVE-2015-7755 0 00000000 oDooooooooooa
= https://supportportal.juniper.net/s/article/2015-12-Out-of-Cycle-Security-Bulletin-Scr

een0S-Multiple-Security-issues-with-Screen0S-CVE-2015-7755-CVE-2015-7756

9. CVE-2025-210430 00 000D0ODOOO0OOOODDOOOODOD

= https://security.samsungmobile.com/securityUpdate.smsb
10. JCVE-2025-4008 00 000000000000 DOOOODDOOO

= https://forum.meteohub.de/index.php
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