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o NZAFH:
o WHEE {5y TR M A K S M g B B 45 0 TWCERTCC-200-202510-00000003
1. [ICVE-2025-32463Sudo Inclusion of Functionality from Untrusted Control Sphere
Vulnerability (CVSS v3.1: 9.3)
= [REERWEEF AR %00 Sudo 1.9.17p1 2 B (RRAAZAEIRIT,  F0 A Hu 3 B
F3rootHERR, J5 RITE A -chrooti® JEIRy, & il FH 2k [ 4 FH 3 m 4% H Bk
f¥]/etc/nsswitch.conffE % .
= RV 6] 2T TR S A
= https://www.sudo.ws/security/advisories/chroot_bug/
2. [JCVE-2025-59689[]Libraesva Email Security Gateway Command Injection Vulnerability
(CVSSv3.1: 6.1)
o [REESREREEPR H K H] Libraesva Email Security Gateway (ESG)fF/Ef8 27 EAN
Wi, FOFFAE IR R e ) B T B A B AT HE T E AT
= [EVE]) HE2EE AN ERA
= https://docs.libraesva.com/knowledgebase/security-advisory-command-injection-vul
nerability-cve-2025-59689/
3. [JCVE-2025-10035JFortra GoAnywhere MFT Deserialization of Untrusted Data Vulnerability
(CVSS v3.1:10.0)
[ REESRGPEAH 2500 Fortra GoAnywhere MFTAELE [ JF FIMEASZASAT B R I,
A BEE R SV R B 5 &, P IR = A B YA, T RE S e 2vE
Ao
= [EVE]) HE2EETTAIRE 28R
= https://www.fortra.com/security/advisories/product-security/fi-2025-012
4. [ICVE-2025-20352[]Cisco I0S and I0S XE Software SNMP Denial of Service and Remote
Code Execution Vulnerability (CVSS v3.1: 7.7)
= [REEEZREEER A K00 Cisco I0SELIOS XEAESNMP-F R4 H A7 71 Hi 4 4% 187 [ 3 17
I, AT RE IR BAE 46 B (Do S) B b A TR #AAT -
= (P21 E]) HE2EE VIR ERA
= https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco
-sa-snmp-x4LPhte
5. [JCVE-2021-21311[JAdminer Server-Side Request Forgery Vulnerability (CVSS v3.1: 7.2)
» [RGEBZRIER  ARF0 Adminerfs7e fa] ks i b K 4% 18 (SSRF) I, 5%k 5 4%
IR, R Fo o aa o U5 2 A T AE U AR
= (21 E]) 2 E TV R
= https://github.com/vrana/adminer/security/advisories/GHSA-x5r2-hj5c-8jx6
6. [JCVE-2014-6278[JGNU Bash OS Command Injection Vulnerability (CVSS v3.1: 8.8)
D2 AREHRYAGH A ARFI0 GNU BashfAEAE S R SVE NI, o i B
FR N IR B S BHUTE R TE 2
= [$22°7 40 GNU Bash 1.14%4. 3 (%) IARA
7. [JCVE-2017-1000353[]Jenkins Remote Code Execution Vulnerability (CVSS v3.1: 9.8)
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= [RGESRBEFH RF0 Jenkins £7 AL 1w b A A ST IR IR fC7F OB 5

[f)ObjectinputStreamIEAT [ 7514k, A1E 1T &R 3% B AT 10 35k 174 o 854355 BEL 1) B e e
» (P2 5] W25 T AR 2R
= https://www.jenkins.io/security/advisory/2017-04-26/
8. [JCVE-2015-7755Juniper ScreenOS Improper Authentication Vulnerability (CVSS v3.1: 9.8)
o [R5 B REREER] ] R %00 Juniper ScreenOSTEEANE B as i, 7] BE fORF R AL FZHE
(10 dag it 5 BT R 1
= (28] W2 EE A28 RA
= https://supportportal.juniper.net/s/article/2015-12-Out-of-Cycle-Security-Bulletin-Scr
een0S-Multiple-Security-issues-with-Screen0S-CVE-2015-7755-CVE-2015-7756
9. JCVE-2025-21043[]Samsung Mobile Devices Out-of-Bounds Write Vulnerability (CVSS
v3.1: 8.8)
= [REEHREEAH . Rm] =EiT8)%EEElibimagecodec.quram.soH 1L 55
NI, 70 R 25 i U8 2 AT AR SRR U
= (P21 E]) S2EE AR RA
= https://security.samsungmobile.com/securityUpdate.smsb
10. [JCVE-2025-4008Smartbedded Meteobridge Command Injection Vulnerability (CVSS v3.1:
8.8)
o [ B RS A ] K200 Smartbedded Meteobridge 7E7ETE AV NiIH, w1 AE
AT AKE B 73 B 588 P 2 oy U825 7 2 S B A B DR TTHRERR (root) HUTAE B 4
» (P2 E]) SE2EE AR 28R
https://forum.meteohub.de/index.php

o WEYEH:
o FEAINA R NE SN Y- &
o ERAEI:
1. ICVE-2025-32463[] B /7 e AHs i RE 118 58T, & 55 S AHRB hicA
» https://www.sudo.ws/security/advisories/chroot_bug/
2. [JCVE-2025-59689[] B J; C.&1 ¥ RE SR S0, & BB S AH B flRAC
» https://docs.libraesva.com/knowledgebase/security-advisory-command-injection-vul
nerability-cve-2025-59689/
3. [JCVE-2025-100350 & 77 C ¢t #HImiakE h s 18 508, &5 58 £ AHB A
= https://www.fortra.com/security/advisories/product-security/fi-2025-012
4. [ICVE-2025-20352[] & 77 et i fE H B 1R E 3y, &8 S8 S AH B Rl A
= https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco
-sa-snmp-x4LPhte
5. CVE-2021-21311[] B 7 e ¥R 4G S0, & B8 2 AH B AR A
= https://github.com/vrana/adminer/security/advisories/GHSA-x5r2-hj5c-8jx6
6. JCVE-2014-6278[] Il v] festz BB o b 56 =J7 s xU . 1778 Bk 8 BEAE . aE K HEZE i
H 2 AR T AT 1B
7. [OCVE-2017-10003530 & /5 et ¥R B 1R S8, & 508 EAH B A
= https://www.jenkins.io/security/advisory/2017-04-26/
8. [JCVE-2015-77550 B 77 CeBHsifRE AR 0T, & ST S AH B iR A
= https://supportportal.juniper.net/s/article/2015-12-Out-of-Cycle-Security-Bulletin-Scr
eenOS-Multiple-Security-issues-with-Screen0S-CVE-2015-7755-CVE-2015-7756
9. [ICVE-2025-21043 & 77 et i fE HB1R E 3T, &5 S8 S AH B hioA
= https://security.samsungmobile.com/securityUpdate.smsb
10. [JCVE-2025-4008[] ‘B /7 C. ¢t ¥R SR SE 3, & S8 S AHB i A
= https://forum.meteohub.de/index.php
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