S S i e i i % 223
2025/09/12 16:00 1/2 [JRiF a4 Qlvanti jift ~ Connect Secure[JPolicy Secure[JZZTA Gateways#il Neurons for Secure Accessﬁﬁi{iﬁ%gg

RBEHEA: 2025/09/12

[JRiFRTEZ Jlvanti & T Connect Secure[]Policy
Secure[]ZTA Gateways#! Neurons for Secure

AccessHEZHENE ZHRKA

o L EHM: LFFTEZIvanti jiE K Connect Secure[JPolicy Secure[JZTA Gateways#l Neurons for
Secure Accessfi-1E 2 il B K& il

o AR
o W & V8 TR M4 RK AR B 17 5 Hh 0 TWCERTCC-200-202509-00000007
o [JCVE-2025-55141[JCVSS[]8.8[] iHtJ il 7E 52 5 B ak i rh ik = S RERE ], oo &80t 5 4y B ss H A
A WL L R P T80 1 e B B 7 g A ] 5
o [JCVE-2025-55142[]CVSS[]8.8[] Mt 7E 52 52 2 rhfih = S REREH,  Fualraas & 4y s H R
A R B R ) T R A e B B ) B A I ) RROE
o [JCVE-2025-55145[]CVSS[]8.9(] Mt ilil 7E 52 52 2w i h ik = S RERE ], Foi/r A £ 43 B v A i
BB, HRRIA FHTMLSE#AR .
o [JCVE-2025-55147[JCVSS[]8.8[] i il {E 52 52 Bk i H A7 /ECSRFJRIR,  FUFa%8 £ 43 B s 1)
I B, A EH F P S BT BURE R A
o« WEVE:
o Ivanti Connect Secure 22.7R2.8 (&) Z Hi il A<
o Ivanti Policy Secure 22.7R1.5 () Z B bl A
o Ivanti ZTA Gateway 2.8R2.2 (%) Z A A
o lvanti Neurons for Secure Accessway 22.8R1.3 () Z R4
o ERAEI:
o BH MR LU IRA:
o lvanti Connect Secure 22.7R2.9
o lvanti Connect Secure 22.8R2
o lvanti Policy Secure 22.7R1.6
o lvanti ZTA Gateway 2.8R2.3-723
o lvanti Neurons for Secure Accessway 22.8R1.4
o YK
1. September Security Advisory Ivanti Connect Secure, Policy Secure, ZTA Gateways and
Neurons for Secure Access (Multiple CVEs)[]
https://forums.ivanti.com/s/article/September-Security-Advisory-lvanti-Connect-Secure-Pol
icy-Secure-ZTA-Gateways-and-Neurons-for-Secure-Access-Multiple-CVEs
CVE-2025-55141[] https://nvd.nist.gov/vuln/detail/CVE-2025-55141
CVE-2025-55142[] https://nvd.nist.gov/vuln/detail/CVE-2025-55142
CVE-2025-55145[] https://nvd.nist.gov/vuln/detail/CVE-2025-55145
CVE-2025-55147 https://nvd.nist.gov/vuln/detail/CVE-2025-55147
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	【漏洞預警】Ivanti 旗下Connect Secure、Policy Secure、ZTA Gateways和 Neurons for Secure Access存在多個重大資安漏洞

