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[JCVE-2020-24363[JTP-link TL-WA855RE Missing Authentication for Critical Function
Vulnerability (CVSS v3.1: 8.8)

« J00000D0000:00gTP-Link TL-WABSSRED D0 OO DODOOODOOOODODO
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O00O0Og(EeS) 000000000 DOOOn0

« 00O000[TP-Link TL-WAB55RE V5 2007310 0000

. JCVE-2025-55177JMeta Platforms WhatsApp Incorrect Authorization Vulnerability (CVSS

v3.1: 5.4)

» J000000000:00[0Meta Platforms O WhatsApp OO OO OO 00000
dobodooobooooooooobooobooooo oo oooobouooo
OddddddoOo urRLooon
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= https://www.facebook.com/security/advisories/cve-2025-55177

. JCVE-2023-50224[JTP-Link TL-WR841N Authentication Bypass by Spoofing Vulnerability

(CVSS v3.1: 6.5)

» J000000000:00Q0TP-Link TLLWRS4INOD O OO DODODOODODODOOOODO
O0000000 httpdOO@OOO TCPO 8O) DO DOOOOODOODOOOODDOO
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» JO000[QTP-Link TL-WR841N V12

. [JICVE-2025-9377[JTP-Link Archer C7(EU) and TL-WR841N/ND(MS) OS Command Injection

Vulnerability (CVSS v3.1: 7.2)

« 0000000000 :0040gTP-Link Archer C7(EU)O TL-WR841N/ND(MS)D D O O O
gooooooooooootooodoooooooooobobooononoooon
O(koL)DOOOOODOOO(EOS)JDOOODOOOODDOOOO

= JO0o0oo

= TP-Link TL-WR841N/ND(MS) V9 2411080 00 0O

» TP-Link Archer C7(EU) V2 2411080 000 0O

. [ICVE-2025-38352[]Linux Kernel Time-of-Check Time-of-Use (TOCTOU) Race Condition

Vulnerability (CVSS v3.1: 7.4)
000000000 0O00LnuxOO0ODOoTOCTOUO D ODODOOOOODOOOO
godooooooodgo
ogoooon
Linux kernel 2.6.3600 5.4.295(0 0 )0 0 O
Linux kernel 5.5005.10.239(0 0)O O O
Linux kernel 5.1105.15.186(0 0 )0 O O
Linux kernel 5.1606.1.142(0 0)O O O
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» Linux kernel 6.206.6.94(0 0)0 0 O

» Linux kernel 6.706.12.34(0 0)0 OO

= Linux kernel 6.1306.15.3(00)0 0 O

» Linux kernel 6.16

6. [JCVE-2025-48543[JAndroid Runtime Use-After-Free Vulnerability (CVSS v3.1: 8.8)

s JO000000D000:00Q0Android RuntimeC 00 0000000000000
OChrome 000000 O0OODOODOOOOODO

 JO00000000O0ooooobooao

= https://source.android.com/security/bulletin/2025-09-01

7. [JCVE-2025-53690[]Sitecore Multiple Products Deserialization of Untrusted Data
Vulnerability (CVSS v3.1: 9.0)

» JO00000000D:00[QSitecore Experience Manager(XM)[JExperience
Platform(XP)JExperience Commerce(XC) 0 O Managed CloudD O OO OO0 OO0
O00D0D00000O0OmachinekeydDOOODOODDODOOOOOODODOO
O ASP.NET machinekeyD OO OO OO OOO

 JO0000o0ooooooooooogo

= https://support.sitecore.com/kb
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1. JCVE-2020-24363J 000 00D0O0O0O0DODOODOOOOODODOOO
= https://www.tp-link.com/us/support/download/tl-wa855re/v5/#Firmware
2. [JICVE-2025-55177] 0 0000000000000 DODOOODODOO0O
= https://www.facebook.com/security/advisories/cve-2025-55177
3. JCVE-2023-50224 0000000000 OO0O00DODODOODDOOO0
= https://www.tp-link.com/en/support/download/tl-wr841n/v12/#Firmware
4. JCVE-2025-9377] 000000000000 D0ODOO0OODOODO
= https://www.tp-link.com/us/support/faq/4308/
5. [JICVE-2025-38352[ 0 0000000000000 DODODOODDOOO

= https://git.kernel.org/stable/c/2c72fe18cc5f9f1750f5bc148cflc94c29e106ff

= https://git.kernel.org/stable/c/2f3daa04a9328220de46f0d5¢c919a6c0073a9f0b

= https://git.kernel.org/stable/c/460188bc042a3f40f72d34b9f7fc6ee66b0b757b

= https://git.kernel.org/stable/c/764a7a5dfda23f69919441f2eac2a83e7db6e5bb
= https://git.kernel.org/stable/c/78a4b8e3795b31dae58762bc091bb0f4f74a2200
= https://git.kernel.org/stable/c/c076635b3a42771ace7d276de8dc3bc76ee2balb
= https://git.kernel.org/stable/c/c29d5318708e67ac13c1b6fc1007d179fb65b4d7
= https://git.kernel.org/stable/c/f90fffle152dedf52b932240ebbd670d83330eca
6. JCVE-2025-48543 0 00000000000 O0OO0OODOODOOO
= https://source.android.com/security/bulletin/2025-09-01
7. [JCVE-2025-53690 0000000000 DOOOO0DODODOODDOOO
= https://support.sitecore.com/kb
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