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o NZAFH:
o HHEY &V T A I S g B R 7 0 TWCERTCC-200-202507-00000023
1. [JCVE-2025-2775[]SysAid On-Prem Improper Restriction of XML External Entity Reference
Vulnerability (CVSS v3.1: 9.3)
o [REE R REEA ] R %00 SysAid On-Prem7ECheckin g ¥ 1§ A 7E B XML B B
RS WA E BRBIJRIR, 7788 FOFF MU 3 38 B R IR SR R U i 2
= [RETH) 25T AR ERA
= https://documentation.sysaid.com/docs/24-40-60
2. [JCVE-2025-2776[]SysAid On-Prem Improper Restriction of XML External Entity Reference
Vulnerability (CVSS v3.1: 9.8)
=[RS ERIEEF] A 500 SysAid On-Premfe il AR 28 URLjE BE Th i A7 76 XML
PRS2 AN E IR G, 7T AE fo fr BUEE 148 8 P B IR R A T SR 56
= [RETH) 25T AR ERA
= https://documentation.sysaid.com/docs/24-40-60
3. [JCVE-2025-6558[]Google Chromium ANGLE and GPU Improper Input Validation
Vulnerability (CVSS v3.1: 8.8)
o [REEER BRI H R %00 Google Chromium7ZEANGLEELGPU JG 4 Hh A7 (2 iy N Bfie%
NERE, BB S A R AT HTMLE I B B D AE 6% . eI mT RERE B 22 ik
JAChromium A BRI E 4%, AFE(HA R 2 Google Chrome[JMicrosoft EdgefiOpera[]
» [RETE]) G255 AR 8RR
= https://chromereleases.googleblog.com/2025/07/stable-channel-update-for-desktop
15.html
4. [JCVE-2025-54309[]CrushFTP Unprotected Alternate Channel Vulnerability (CVSS v3.1: 9.0)
= RS R R FI0 CrushFTPAEAE R 2 Ok 1 B Ui E s . 5 R RUTIDMZ
ProxyZhfeis, FRFCHH i g BEAS2 et , 7 HE O R i W B2 B W HTTPSHUR & 2 8 17 X
FERR o
= R8TV R W2 E TR A
= https://www.crushftp.com/crush11wiki/Wiki.jsp?page=Compromisejuly2025
5. [JCVE-2025-49704Microsoft SharePoint Code Injection Vulnerability (CVSS v3.1: 8.8)
o[RS BZREEF 20 Microsoft SharePoint7E7EfE SUESE NI, FTRE fo i ©4%
PEE (1) A 22 3 7 2t A B AT AR U
= [RETH]) WE2%5 TR ERA
= https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49704
6. [JCVE-2025-49706[]Microsoft SharePoint Improper Authentication Vulnerability (CVSS v3.1:
6.5)
o [RGB REEEF 20 Microsoft SharePointfE7E Byas AN i i, o] R fo i 2 HE
HIB B I A R AT B - IRi o A5 DA, OB w i AR U, B 2
2 WA IE AT 1B
= [RETH]) @E2%5 TR ERA
* https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49706
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o WEFE:
o FEAINA R NE SN Y- &
o JERAEI:
1. CVE-2025-27750 B /7 Cel BhmiRBE SR T, 55 037 AH B oA
= https://documentation.sysaid.com/docs/24-40-60
2. [ICVE-2025-2776[] B /7 CI B ImiFRE B 58, &8 S0 £ AH B AR A
= https://documentation.sysaid.com/docs/24-40-60
3. [JCVE-2025-6558[] & 77 C.e T AHsifRE AR 3T, &F ST AR B A
= https://chromereleases.googleblog.com/2025/07/stable-channel-update-for-desktop
15.html
4. NICVE-2025-54309] & 77 et i fE HE1R E 3T, & 58 AR Rl
» https://www.crushftp.com/crush11lwiki/Wiki.jsp?page=Compromisejuly2025
5. (0CVE-2025-497040 &7 &M ¥R AR S8, &b 58T £ AH B AR A
= https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49704
6. JCVE-2025-49706 & /5 C &I HHwife 15 50T, &5 55 EAHB hicA
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49706
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