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1. JCVE-2025-2775[]SysAid On-Prem Improper Restriction of XML External Entity Reference
Vulnerability (CVSS v3.1: 9.3)
» J000000000:000SysAid On-PremO CheckinD O OO OO0 OXMLO OO

gobooobboobobbooobbuooobbuooobbooobboo
s JO00O0dbbbooobboooboobg

= https://documentation.sysaid.com/docs/24-40-60
2. [JCVE-2025-2776[]SysAid On-Prem Improper Restriction of XML External Entity Reference
Vulnerability (CVSS v3.1: 9.8)
» JO000000000:000SysAidOn-PremO000URLOODOOOOOOXMLO O

oo oon
 JO000000000000O0OUUOU

= https://documentation.sysaid.com/docs/24-40-60
3. [JCVE-2025-6558[]Google Chromium ANGLE and GPU Improper Input Validation
Vulnerability (CVSS v3.1: 8.8)
 J000000D000D0:00[0Google ChromiumOANGLED GPUO O DO QD OO0OOO
0000000 DOO000oOOdMLOODODDOOO00ODODOO0OO0O0ODOOoOoooOn
OChromiumO 00000000 OODO O Google Chrome[JMicrosoft Edgel Opera[]
s JO0000000000O00O0oObooao
= https://chromereleases.googleblog.com/2025/07/stable-channel-update-for-desktop
_15.html
4. [JCVE-2025-54309(]CrushFTP Unprotected Alternate Channel Vulnerability (CVSS v3.1: 9.0)
 JO000000D000:000CrushFTPOODOODO0OO0O0OO0DOOOOO0DOOOODMZ
ProxyOOOOODOODOOAS2OOODOOODOOOOOOOOHTTIPSOOOOODOO
aooog
 JO00000o00ooooooouoon
= https://www.crushftp.com/crush11lwiki/Wiki.jsp?page=Compromisejuly2025
5. [JCVE-2025-49704[Microsoft SharePoint Code Injection Vulnerability (CVSS v3.1: 8.8)
» 0000000000 :00Microsoft SharePointD D 00000 0OO0D0DOO0OOOO0O
doooooooooooooood
 JO00000000O0oooooooao
= https://msrc.microsoft.com/update-quide/vulnerability/CVE-2025-49704
6. [JCVE-2025-49706[]Microsoft SharePoint Improper Authentication Vulnerability (CVSS v3.1:
6.5)
« JO000000D00D0:0Q0Microsoft SharePointD D000 OO0O0OO0DOO0OOOO0O

oo UU o
goooooooo

 J0000000ooooooobogo
= https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49706
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JCVE-2025-2775 000000000000 DODODOOODOOOOO
= https://documentation.sysaid.com/docs/24-40-60

OCVE-2025-2776] 0000000 0O0D0OD0OODOOODOODOOOO
= https://documentation.sysaid.com/docs/24-40-60

. OCVE-2025-6558] 0 00000000000 OODOOODOOODOO

= https://chromereleases.googleblog.com/2025/07/stable-channel-update-for-desktop
_15.html

. OCVE-2025-54309J 0 0 0000D00O0DO0OO0OODOOODOObObOO

= https://www.crushftp.com/crush11lwiki/Wiki.jsp?page=Compromisejuly2025

. OCVE-2025-497040 0 0 0000000DO0O0ODOODOOODOOODOO

= https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49704

. JCVE-2025-49706] 0 000 000DOOOOODOOOOODOODOOO

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-49706
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