2025/07/16 11:11 1/2 00000pQCsA0 0500000000000 0KEVO O (2025/07/07-2025/07/13)

00D OO 2025/07/16

OoooogasAt oOs0fdooooooond
(1 KEV 0O (2025/07/07-2025/07/13)

e J0OD:0OODOQNCISAD OSSO DOODOODOODDOOKEVO O (2025/07/07-2025/07/13)

e OODO:
o0 0000000000 D0DODOOO TWCERTCC-200-202507-00000010
1. [JCVE-2019-9621JSynacor Zimbra Collaboration Suite (ZCS) Server-Side Request Forgery
(SSRF) Vulnerability (CVSS v3.1: 7.5)

» J000000000D0:000Synacor Zimbra Collaboration Suited 0O O
OProxyServletDO DO DO ODOOODODOODOOOO

 JO0000ooooooooooogo

= https://blog.zimbra.com/2019/05/9826/

2. [JCVE-2019-5418[JRails Ruby on Rails Path Traversal Vulnerability (CVSS v3.1: 7.5)

» 0000000000 :00(0Rails Ruby on Railsd Action Viewd OO0 0000000
OOAcceptOD OO Orenddile:0 00000000000 0OODODOOOOODOOO

000000 ooooooooogo

= https://web.archive.org/web/20190313201629/https://weblog.rubyonrails.org/2019/
3/13/Rails-4-2-5-1-5-1-6-2-have-been-released/

3. [JCVE-2016-10033PHPMailer Command Injection Vulnerability (CVSS v3.1: 9.8)

- J000000D00O0:00Q0PHPMailerD 000000 0OO0DODOOOOODODOO
doodooobooooooooobooobooooooooooooooboooo
goodooooodod

 JO00000o00ooooooouoon

» https://github.com/PHPMailer/PHPMailer/wiki/About-the-CVE-2016-10033-and-CVE-2
016-10045-vulnerabilities
4. [JCVE-2014-3931[Multi-Router Looking Glass (MRLG) Buffer Overflow Vulnerability (CVSS
v3.1: 9.8)
» J000000000:000Multi-Router Looking GlassO OO0 OO0 O0OdOooooOnO

gbobogobobooobboonooooon
 JO0000000000DO0O00O0OoOoOg

= https://mrlg.op-sec.us/

5. [OCVE-2025-5777[]Citrix NetScaler ADC and Gateway Out-of-Bounds Read Vulnerability
(CVSS v3.1: 7.5)

» 0000000000 :00(Citrix NetScaler ADCO GatewayO D OO0 OO Qo OQOO
O00D00000000ONetScaler 0 00O O Gateway(VPN O O OO O[JICA
Proxy[JCVPNJRDP Proxy)J AAA D OO0 D000 O0DO0ODOO0OODOOOO0O0O

s JO00000000000O000O000

= https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX69342
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2. [ICVE-2019-5418 0000000000 DOO0ODOOOOODDOOn
https://web.archive.org/web/20190313201629/https://weblog.rubyonrails.org/2019/3/13/R
ails-4-2-5-1-5-1-6-2-have-been-released/

3. JCVE-2016-10033J 0000000000 DOOOODODOODODOOO

= https://github.com/PHPMailer/PHPMailer/wiki/About-the-CVE-2016-10033-and-CVE-2
016-10045-vulnerabilities

4. [ICVE-2014-3931[j0 000000000 DDOOO0O0DDOOOoOoO

= https://mrlg.op-sec.us/
5. CVE-2025-5777] 0000000000 D0OO0OO0OOOODODOOO
= https://support.citrix.com/support-home/kbsearch/article?articleNumber=CTX69342
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