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1. [JCVE-2023-38950[JZKTeco BioTime Path Traversal Vulnerability (CVSS v3.1: 7.5)
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= https://www.zkteco.com/en/Security_Bulletinsibs/10

2. [ICVE-2024-27443[]Synacor Zimbra Collaboration Suite (ZCS) Cross-Site Scripting (XSS)
Vulnerability (CVSS v3.1: 6.1)
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= https://wiki.zimbra.com/wiki/Zimbra Releases/10.0.7#Security Fixes

» https://wiki.zimbra.com/wiki/Zimbra Releases/9.0.0/P39#Security Fixes

3. [JCVE-2025-27920(]Srimax Output Messenger Directory Traversal Vulnerability (CVSS v3.1:
6.5)

» J000000000:00(0Srimax Output Messenger0 D000 O0O0OO0O00OOO
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= https://www.outputmessenger.com/cve-2025-27920/

4. [JCVE-2024-11182[]MDaemon Email Server Cross-Site Scripting (XSS) Vulnerability (CVSS
v3.1: 6.1)
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= https://mdaemon.com/pages/downloads-critical-updates

5. [JCVE-2025-4428[Jlvanti Endpoint Manager Mobile (EPMM) Code Injection Vulnerability
(CVSS v3.1: 8.8)
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= https://forums.ivanti.com/s/article/Security-Advisory-lvanti-Endpoint-Manager-Mobile
-EPMM?language=en_US

6. [JCVE-2025-4427[]lvanti Endpoint Manager Mobile (EPMM) Authentication Bypass
Vulnerability (CVSS v3.1: 7.5)
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7. JCVE-2025-4632[JSamsung MagicINFO 9 Server Path Traversal Vulnerability (CVSS v3.1:
9.8)
» J000000000D0:00Q0Samsung MagiciNFO9 Server0 0000000000
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= https://security.samsungtv.com/securityUpdates#SVP-MAY-2025
e JOODO:
c000ODbUOOOOUoOoOooon
e JOODO:
1. OCVE-2023-38950] 0 0000000000000 OoOonoOoooon
= https://www.zkteco.com/en/Security Bulletinsibs/10
2. [ICVE-2024-27443 0000000000 OO0O0ODODODOODOOOO
= https://wiki.zimbra.com/wiki/Zimbra_Releases/10.0.7#Security_Fixes
» https://wiki.zimbra.com/wiki/Zimbra_Releases/9.0.0/P39+#Security_Fixes
3. JCVE-2025-279200 0000000000 DOOOO0ODODODOODODOOO
= https://www.outputmessenger.com/cve-2025-27920/
4. [ICVE-2024-11182[(0 000000 DO0O00O0OO0OO0OD0ODOOOO0DOO
» https://mdaemon.com/pages/downloads-critical-updates
5. JCVE-2025-4428 0 00 000000ODOODOOOOODOODOOOO
= https://forums.ivanti.com/s/article/Security-Advisory-lvanti-Endpoint-Manager-Mobile
-EPMM?language=en_US
6. [JICVE-2025-4427( 0 0000000000000 OO0O0O0ODOO0O
= https://forums.ivanti.com/s/article/Security-Advisory-lvanti-Endpoint-Manager-Mobile
-EPMM?language=en_US
7. JCVE-2025-4632 0 00 000O0O00DODODOOO0OOOODODOOO
= https://security.samsungtv.com/securityUpdates#SVP-MAY-2025

From:
https://net.nthu.edu.tw/netsys/- 00 00O

Permanent link: [x]
https://net.nthu.edu.tw/netsys/mailing:announcement:20250530_02

Last update: 2025/05/30 16:05

https://net.nthu.edu.tw/netsys/ Printed on 2025/05/31 18:24


https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM?language=en_US
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM?language=en_US
https://security.samsungtv.com/securityUpdates#SVP-MAY-2025
https://www.zkteco.com/en/Security_Bulletinsibs/10
https://wiki.zimbra.com/wiki/Zimbra_Releases/10.0.7#Security_Fixes
https://wiki.zimbra.com/wiki/Zimbra_Releases/9.0.0/P39#Security_Fixes
https://www.outputmessenger.com/cve-2025-27920/
https://mdaemon.com/pages/downloads-critical-updates
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM?language=en_US
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM?language=en_US
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM?language=en_US
https://forums.ivanti.com/s/article/Security-Advisory-Ivanti-Endpoint-Manager-Mobile-EPMM?language=en_US
https://security.samsungtv.com/securityUpdates#SVP-MAY-2025
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20250530_02

	【漏洞預警】CISA新增7個已知遭駭客利用之漏洞至KEV目錄(2025/05/19-2025/05/25)

