2025/05/28 16:11 1/3 00000pCSADD10000000000000KEVO O (2025/05/12-2025/05/18)

0 0 0O 0O O 2025/05/22

OoooogasAt oo ooooooonoo
(1 KEV 0 (2025/05/12-2025/05/18)

e 00OD:0DOODOQNCISAD D10 0DO0O0DOODODOODOKEVO O (2025/05/12-2025/05/18)

e OODO:
oD 00000000000 DODOODO TWCERTCC-200-202505-00000018
1. CVE-2025-47729(JTeleMessage TM SGNL Hidden Functionality Vulnerability (CVSS v3.1:
4.9)
s J000000000:00Q0TeleMessage TMSGNLO O OO OOOOOOOOODO
O0O0OTMSGNLO D OO0ODDODO0O0OoooOoaoo
» 00 000[TeleMessage archiving backend 2025-05-05(0)0 0 00O
2. CVE-2025-32709Microsoft Windows Ancillary Function Driver for WinSock Use-After-Free
Vulnerability (CVSS v3.1: 7.8)
= 0000000000 :00[Q Microsoft Windowsd WinSockD O OO DO QOOGOOOd
gbdoooooootdououonooooooodouooooooogo
 JO000o0o0ooooooooouon
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-32709
3. CVE-2025-30397[Microsoft Windows Scripting Engine Type Confusion Vulnerability (CVSS
v3.1: 7.5)
» 0000000000 :000 Microsoft Windows Scripting Engine0 00000 OO0
0dddddd000d00d0ooooogurRLODOoOoooOooOooOooOoOn
 JO00000000O0ooooobooao
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-30397
4. CVE-2025-32706[]Microsoft Windows Common Log File System (CLFS) Driver Heap-Based
Buffer Overflow Vulnerability (CVSS v3.1: 7.8)
» 0000000000 :000 Microsoft Windows Common Log File SystemO O 0 O
gbdooooododouoooooooodooooooooood
 JO00000o0ooooooooon
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-32706
5. CVE-2025-32701Microsoft Windows Common Log File System (CLFS) Driver Use-After-
Free Vulnerability (CVSS v3.1: 7.8)
» 00000000 00D:00Q Microsoft Windows Common Log File SystemO O O O
doodoooooooboooooooooboooooooobooaoo
 JO000000ooooooooogao
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-32701
6. CVE-2025-30400Microsoft Windows DWM Core Library Use-After-Free Vulnerability (CVSS
v3.1:7.8)
» 0000000000 :000 Microsoft Windows DWM Core LibraryD OO0 O OO0
dobooooobooooooooobuoooooooo
s JO0000000000O00O0O0oOoooao
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-30400
7. CVE-2025-32756[]Fortinet Multiple Products Stack-Based Buffer Overflow Vulnerability
(CVSS v3.1: 9.8)
» 0000000000 :00( Fortinetd FortiFone[JFortiVoice[JFortiNDRO FortiMailO
0dddd0dd0dddddd0dd0dd0d0d0U00UU0U0oUUUOOOagHTTPO O
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https://fortiguard.fortinet.com/psirt/FG-IR-25-254
8. CVE-2025-42999[1SAP NetWeaver Deserialization Vulnerability (CVSS v3.1: 9.1)

» J00000000D0:00[Q0SAP NetWeaver Visual Composer Metadata UploaderD
doodooobooooooooobooobooooooooooooooboooo
ogodooooooooodoooon

» 000000 SAP NetWeaver (Visual Composer development server)
VCFRAMEWORK 7.50

9. CVE-2024-12987[]DrayTek Vigor Routers OS Command Injection Vulnerability (CVSS v3.1:
9.8)

0000000000 :00[7DrayTek Vigor2960Vigor300BO Vigor39000 O 0 O O
000000000000 0000WebOOOOapmcfguploadd DO OOOO0O
godooooooodouoooonod
https://fw.draytek.com.tw/Vigor2960/Firmware/v1.5.1.5/DrayTek Vigor2960 V1.5.1.
5_0lrelease-note.pdf
https://fw.draytek.com.tw/Vigor300B/Firmware/v1.5.1.5/DrayTek Vigor300B_V1.5.1.
5 Olrelease-note.pdf
https://fw.draytek.com.tw/Vigor3900/Firmware/v1.5.1.5/DrayTek Vigor3900 V1.5.1.
5 Olrelease-note.pdf
10. [JCVE-2025-4664[]Google Chromium Loader Insufficient Policy Enforcement Vulnerability

(CVSS v3.1: 4.3)
 0000000D000:000GoogleChromiumOD OO OO0 OO0O0OOOODOOOO
D000d0d0ooooOoOodHTMLODDDDODODDD
 JO00000o00ooooooooon
= https://chromereleases.googleblog.com/2025/05/stable-channel-update-for-desktop

_14.html
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5. CVE-2025-32701J0 00 0000D0OO0O00DODODOODODOOOODOO
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7. CVE-2025-327560 000 000D O0O00DODODOODODOOOODOO
https://fortiguard.fortinet.com/psirt/FG-IR-25-254
8. CVE-2025-42999 0 00 000DDO0O0DODODOOODDOOOODoO
https://me.sap.com/notes/3604119
9. CVE-2024-12987/0 00000000000 DOO0O0DOOOO0DOO
= https://fw.draytek.com.tw/Vigor2960/Firmware/v1.5.1.5/DrayTek Vigor2960 V1.5.1.
5 Olrelease-note.pdf
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10. [JICVE-2025-4664[] 0 0000000 OOOOOODOOOOOODOO
= https://chromereleases.googleblog.com/2025/05/stable-channel-update-for-desktop
14.html

From:
https://net.nthu.edu.tw/netsys/- 00 O 0O O

Permanent link: [x]
https://net.nthu.edu.tw/netsys/mailing:announcement:20250522_03

Last update: 2025/05/22 14:37

00000 - https://net.nthu.edu.tw/netsys/


https://fw.draytek.com.tw/Vigor3900/Firmware/v1.5.1.5/DrayTek_Vigor3900_V1.5.1.5_01release-note.pdf
https://chromereleases.googleblog.com/2025/05/stable-channel-update-for-desktop_14.html
https://chromereleases.googleblog.com/2025/05/stable-channel-update-for-desktop_14.html
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20250522_03

	【漏洞預警】CISA新增10個已知遭駭客利用之漏洞至KEV目錄(2025/05/12-2025/05/18)

