2025/12/12 12:23 1/2 00000pQCsAD 0800000000000 0KEVO O (2025/04/28-2025/05/04)

0O 0 O 0O O 2025/05/07

OoooogasAt osodooooooond
(1 KEV 0 (2025/04/28-2025/05/04)

e JOD0DO:DDOOO0OQCISAIDSOOIODODOOODDOOOKEVO O (2025/04/28-2025/05/04)
e JOODO:
o0 00000D0DOO0O0DODOOODO TWCERTCC-200-202505-00000002(]

1. [JCVE-2025-1976[JBroadcom Brocade Fabric OS Code Injection Vulnerability (CVSS v3.1:
6.7)
O0000000000:00[]Broadcom Brocade FabricOSO DO OOO0OO0OOOODOOO
dddddddodooooooodgdrootboooooog
doodooooooooooooogad
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/Se
curityAdvisories/0/25602

2. [ICVE-2025-42599[]Qualitia Active Mail Stack-Based Buffer Overflow Vulnerability (CVSS
v3.1: 9.8)
O000000000:000QualitiaActive MaillD OO0 0ODO00DO0O0O0OO0ODOODOOOOODOO
000000000000 000DbOOo0o0obDDoDOoOoobeSOOn
doodoooooooooooooda
https://www.qualitia.com/jp/news/2025/04/18 1030.html

3. JCVE-2025-3928JCommvault Web Server Unspecified Vulnerability (CVSS v3.1: 8.8)
DO000DO0oDOoo0o00:00pCommvaultWebServerD OO OO0 ODOOOODOOO0OODOODO
O00D0000000 Web Shell
gddooooooodouooooon
https://documentation.commvault.com/securityadvisories/CV_2025 03 1.html

4. [JCVE-2025-31324[]SAP NetWeaver Unrestricted File Upload Vulnerability (CVSS v3.1: 9.8)
O000000000:00[0SAP NetWeaver Visual Composer Metadata Uploaderd O O O
doooooobooooobooooboboooooboooooooooooooooooon
00000 SAP NetWeaver 7.5

5. [JCVE-2024-38475[JApache HTTP Server Improper Escaping of Output Vulnerability (CVSS
v3.1: 9.1)
O000000000:00[0Apache HTTP ServerdOmodrewriteD OO0 OO OO0 O0OO0OO
0ddddddoOo UrRLOODOO0DO0O0OO0ODDODODODO0DOODODOOoDOoOoOoDDODOoDOoDODODOOO
gddooooooodouooooon
doodooooooooooooogad
https://httpd.apache.org/security/vulnerabilities_24.html

6. [JCVE-2023-44221[]SonicWall SMA100 Appliances OS Command Injection Vulnerability
(CVSSv3.1: 7.2)
O00D0000000:00[0SonicWallSMAI00O O OSSL-VPNOOOODOODOODOODO
0000000000000 00D00D00000DOoodgnobodyD OO OODOODOOO
oo
ddooooooodouoooood
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2023-0018

7. [JCVE-2025-34028JCommuvault Command Center Path Traversal Vulnerability (CVSS v3.1:
10.0)
O000000000:00[]CommvaultCommandCenter0 000 0000O0O0OODOO
dooooooooooooooooad
doodoooooooboooobooda
https://documentation.commvault.com/securityadvisories/CV_2025_04_1.html
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8. [JCVE-2024-58136[]Yiiframework Yii Improper Protection of Alternate Path Vulnerability
(CVSS v3.1: 9.8)
O00DO00oOoooOo:oopYiFrameworkD OO OOODODODOODOOOODODOO
0000000000000 000000000YiDooo0oO0DOO0OO00O0CVE-2025-32432
0 O 0O O Craft CMS[]
doodooooooooooooogad
https://www.yiiframework.com/news/709/please-upgrade-to-yii-2-0-52
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1. JCVE-2025-1976 000D DOOO0D0DOOOODDODOOODOOOOO
https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/Se
curityAdvisories/0/25602

2. JCVE-2025-42599 0 0000000000000 O0ODoOooDOoOon
https://www.qualitia.com/jp/news/2025/04/18 1030.html

3. [JCVE-2025-3928( 0000000000 DO0ODOOOOooOOa
https://documentation.commvault.com/securityadvisories/CV_2025_03_1.html

4. [ICVE-2025-31324j0 000000 DOO0O0O0OOOODDOOOODOO
https://me.sap.com/notes/3594142

5. [ICVE-2024-38475 0 0000000000000 ODOOODODOO0O
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8. [ICVE-2024-58136 0000000000 DOOOO0ODODODOODODOOO
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