2025/05/28 23:25 1/2 00000QCSAD 0300000000000 0KEVO O (2025/03/31-2025/04/06)

0 0O 0O 0O 0O 2025/04/08

OoooogasAt O30 dooooooond
(1 KEV 0 (2025/03/31-2025/04/06)

e JOD0DO:0DDOOO0OQCISAIDI 0 O00OODODOODDOOOKEVO O (2025/03/31-2025/04/06)
e JOODO:
o0 00000D0DOO0OO0DODOOODO TWCERTCC-200-202504-00000002(]
o [JCVE-2024-20439[]Cisco Smart Licensing Utility Static Credential Vulnerability (CVSS v3.1:
9.8)
» J000000D00D:00(QCisco Smart Licensing UtilityD O DO QOO0 O0DOO0O0O
doboooooooobooooouoooooooooooood
 JO0000000o0oooooooa
O https://sec.cloudapps.cisco.comysecurity/center/content/CiscoSecurityAdvisory/cisco-sa-cslu-7gHMZWmw
o [JCVE-2025-24813JApache Tomcat Path Equivalence Vulnerability (CVSS v3.1: 9.8)
 JO00000000D0:00QApacheTomcatOD D OO0 OO0 OD0O0O0OO0OOOOO0O
OdododopPUTODOOOO0OOOOOO0OOOOOOOOOOO
 JO00000000o0oooooooao
https://lists.apache.org/thread/j5fkjv2k4770s90nczf2v9161fb0kkgq
o [JCVE-2025-22457]lvanti Connect Secure, Policy Secure and ZTA Gateways Stack-Based
Buffer Overflow Vulnerability (CVSS v3.1: 9.0)
» 0000000000 :00(0Ivanti Connect Secure[JPolicy Secure ZTA Gateways[
godbooooooodouooooooooootooonooooooooooao
 JO00000o00ooooooouoon
https://forums.ivanti.com/s/article/April-Security-Advisory-lvanti-Connect-Secure-Poli
cy-Secure-ZTA-Gateways-CVE-2025-22457?language=en_US
cJO0OO0:0000DbOUODOooObOoOooon
ocQgno:
1. JCVE-2024-20439 000000000 OO0O0DODODOOODOO0O
[0 https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cslu-7gHMZAWmw
2. [JCVE-2025-24813 0000000000 DOOO00ODODODOODOOOd
https://lists.apache.org/thread/j5fkjv2k4770s90nczf2v9161fb0kkgq
3. JCVE-2025-22457] 00000000000 O0O0OODOOODODOOO
https://forums.ivanti.com/s/article/April-Security-Advisory-lvanti-Connect-Secure-Poli
cy-Secure-ZTA-Gateways-CVE-2025-22457?language=en_US

gogoooogao
googogod

From:
https://net.nthu.edu.tw/netsys/- 00 0 0O O

Permanent link: (2]
https://net.nthu.edu.tw/netsys/mailing:announcement:20250408 01

Last update: 2025/04/08 16:23

00000 - https://net.nthu.edu.tw/netsys/


https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cslu-7gHMzWmw
https://lists.apache.org/thread/j5fkjv2k477os90nczf2v9l61fb0kkgq
https://forums.ivanti.com/s/article/April-Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-22457?language=en_US
https://forums.ivanti.com/s/article/April-Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-22457?language=en_US
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-cslu-7gHMzWmw
https://lists.apache.org/thread/j5fkjv2k477os90nczf2v9l61fb0kkgq
https://forums.ivanti.com/s/article/April-Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-22457?language=en_US
https://forums.ivanti.com/s/article/April-Security-Advisory-Ivanti-Connect-Secure-Policy-Secure-ZTA-Gateways-CVE-2025-22457?language=en_US
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20250408_01

Last update: 2025/04/08 16:23  mailing:announcement:20250408_01 https://net.nthu.edu.tw/netsys/mailing:announcement:20250408 01

https://net.nthu.edu.tw/netsys/ Printed on 2025/05/28 23:25



	【漏洞預警】CISA新增3個已知遭駭客利用之漏洞至KEV目錄(2025/03/31-2025/04/06)

