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o [JCVE-2024-13161[]lvanti Endpoint Manager (EPM) Absolute Path Traversal Vulnerability
(CVSS v3.1:9.8)
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https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-
EPM-2022-SU6?language=en_US
o [JCVE-2024-13160[]lvanti Endpoint Manager (EPM) Absolute Path Traversal Vulnerability
(CVSS v3.1:9.8)
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https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-
EPM-2022-SU6?language=en_US
o [JCVE-2024-13159[]Ilvanti Endpoint Manager (EPM) Absolute Path Traversal Vulnerability
(CVSS v3.1:9.8)
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https://forums.ivanti.com/s/article/Security-Advisory-EPM-January-2025-for-EPM-2024-and-
EPM-2022-SU6?language=en_US
o [JCVE-2024-57968[]Advantive VeraCore Unrestricted File Upload Vulnerability (CVSS v3.1:
9.9)
[ 27538 8 2 s A - R %[ Advantive VeraCore e A5z BRI A 22 F IR, fos i i
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[ 5227 & )Advantive VeraCore 2024.4.2.12 i IR A
o [JCVE-2025-25181[]Advantive VeraCore SQL Injection Vulnerability (CVSS v3.1: 5.8)
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[ 227 &JAdvantive VeraCore 2025.1.0(%) Z A FIiRA
o [JCVE-2025-24993[Microsoft Windows NTFS Heap-Based Buffer Overflow Vulnerability
(CVSS v3.1:7.8)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24993
o [JCVE-2025-24991Microsoft Windows NTFS Out-Of-Bounds Read Vulnerability (CVSS v3.1:
5.5)
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o [JCVE-2025-24985[Microsoft Windows Fast FAT File System Driver Integer Overflow
Vulnerability (CVSS v3.1: 7.8)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24985

o [JCVE-2025-24984[Microsoft Windows NTFS Information Disclosure Vulnerability (CVSS
v3.1: 4.6)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24984

o [JCVE-2025-24983[]Microsoft Windows Win32k Use-After-Free Vulnerability (CVSS v3.1:
7.0)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24983

o [JCVE-2025-26633[]Microsoft Windows Management Console (MMC) Improper
Neutralization Vulnerability (CVSS v3.1: 7.0)
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-26633

o JCVE-2025-21590juniper Junos OS Improper Isolation or Compartmentalization
Vulnerability (CVSS v3.1: 6.7)

[R5 8RS R K200 Juniper Junos OSAEAE A& [ s sk 5 B, AT A8 FURFHER M
B FA) A A T 8 3 v AT AR U
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https://supportportal.juniper.net/s/article/2025-03-Out-of-Cycle-Security-Bulletin-Junos-OS-
A-local-attacker-with-shell-access-can-execute-arbitrary-code-
CVE-2025-215907language=en_US

o [JCVE-2025-24201JApple Multiple Products WebKit Out-of-Bounds Write Vulnerability
(CVSS v3.1: 8.8)
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https://advantive.my.site.com/support/s/article/VeraCore-Release-Notes-2024-4-2-1
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-24993
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