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1.

[JCVE-2024-4885[]Progress WhatsUp Gold Path Traversal Vulnerability (CVSS v3.1: 9.8)
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https://community.progress.com/s/article/WhatsUp-Gold-Security-Bulletin-june-2024

. JCVE-2018-8639[Microsoft Windows Win32k Improper Resource Shutdown or Release

Vulnerability (CVSS v3.1: 7.8)
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https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2018-8639

. [JCVE-2022-43769(JHitachi Vantara Pentaho BA Server Special Element Injection Vulnerability

(CVSSv3.1: 7.2)
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https://support.pentaho.com/hc/en-us/articles/14455561548301--Resolved-Pentaho-BA-Server-F
ailure-to-Sanitize-Special-Elements-into-a-Different-Plane-Special-Element-Injection-Versions-
before-9-4-0-1-and-9-3-0-2-including-8-3-x-Impacted-CVE-2022-43769
[JCVE-2022-43939[]Hitachi Vantara Pentaho BA Server Authorization Bypass Vulnerability (CVSS
v3.1: 9.8)
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https://support.pentaho.com/hc/en-us/articles/14455394120333--Resolved-Pentaho-BA-Server-U
se-of-Non-Canonical-URL-Paths-for-Authorization-Decisions-Versions-before-9-4-0-1-and-9-3-0-2-
including-8-3-x-Impacted-CVE-2022-43939

. [JCVE-2023-20118[]Cisco Small Business RV Series Routers Command Injection Vulnerability

(CVSS v3.1: 7.2)
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https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sbr042-
multi-vuln-ej76Pke5

[JCVE-2025-22226[JVMware ESXi, Workstation, and Fusion Information Disclosure Vulnerability
(CVSS v3.1: 6.0)
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7. OCVE-2025-22225[]JVMware ESXi Arbitrary Write Vulnerability (CVSS v3.1: 8.2)
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https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/Security
Advisories/0/25390

8. [JCVE-2025-22224[JVMware ESXi and Workstation TOCTOU Race Condition Vulnerability (CVSS
v3.1: 8.2)
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https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/Security
Advisories/0/25390

9. [JCVE-2024-50302[]Linux Kernel Use of Uninitialized Resource Vulnerability (CVSS v3.1: 5.5)
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https://msrc.microsoft.com/update-guide/en-US/advisory/CVE-2018-8639
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ailure-to-Sanitize-Special-Elements-into-a-Different-Plane-Special-Element-Injection-Versions-
before-9-4-0-1-and-9-3-0-2-including-8-3-x-Impacted-CVE-2022-43769
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https://support.pentaho.com/hc/en-us/articles/14455394120333--Resolved-Pentaho-BA-Server-U
se-of-Non-Canonical-URL-Paths-for-Authorization-Decisions-Versions-before-9-4-0-1-and-9-3-0-2-
including-8-3-x-Impacted-CVE-2022-43939

¢ [][CVE-2023-20118[j0 0 0 0000000000000 OOOOOO
https://sec.cloudapps.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-sbr042-
multi-vuln-ej76Pke5
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1. https://git.kernel.org/stable/c/05ade5d4337867929e7ef664e7ac8e0c734flaaf
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https://git.kernel.org/stable/c/1884ab3d22536a5c14b17c78c2ce76d1734e8b0b
https://git.kernel.org/stable/c/3f9e88f2672c4635960570ee9741778d4135ecf5
https://git.kernel.org/stable/c/492015e6249fbcd42138b49de3c588d826dd9648
https://git.kernel.org/stable/c/9d9f5¢75c0c7f31766ec27d90f7a6ac673193191
https://git.kernel.org/stable/c/d7dc68d82ab3fcfc3f65322465da3d7031d4ab46
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