2025/05/29 01:051/2 00 000Dahua IP Camerad 00 00 000 0O (CVE-2021-330440 CVE-2021-33045) )0 0000000000

00000 2024/08/30

OO0O0O0O[PahualPCameral O 0O 0O0O0OO

0 (CVE-2021-33044(1 CVE-2021-33045)0 0 O
Doooogo

e J0OO0O[DahualP Cameral OO OO OO DO O (CVE-2021-330440 CVE-2021-33045)J0 0 0 O
gooboooo
e J0ODOO:
cJO00O00O00DCOOO0ODDOD NISAC-200-202408-00000062[]
cJ0000000000000O0UO0LOUDUUUOUOOUUUUDahualPCamerad DO OO
O (Authentication Bypass)O O (CVE-2021-330440 CVE-2021-33045) 00 00000000
gbobogoboodbobooobbooooboon
e JODOO:

OO00OIPCamerad 00O
o DHI-ASI7213Y-V3-T1
o [PC-HUM7XXX IPC-HX1XXX
o [PC-HX2XXX IPC-HX3XXX
o [PC-HX5(4)(3)XXX IPC-HX5XXX
o [PC-HX8XXX
o NVR1IXXX
o NVR2XXX
o NVR5XXX
o NVR6XX
o PTZ Dome Camera SD1A1
o PTZ Dome Camera SD22
o PTZ Dome Camera SD49
o PTZ Dome Camera SD50
o PTZ Dome Camera SD52C
o PTZ Dome Camera SD6AL
o Thermal TPC-BF1241
o Thermal TPC-BF2221
o Thermal TPC-BF5XXX
o Thermal TPC-PT8X21B
o Thermal TPC-SD2221
o Thermal TPC-SD8X21
o VTH542XH
o VTO65XXX
o VTO75X95X
o XVR4xxx
o XVR5xxx
o XVR7xxx
e JOODO:
cooooooooboobobooooonooobonoooooOon
0 O https://www.dahuasecurity.com/aboutUs/trustedCenter/details/582
e O00O0ODO:
1. https://nvd.nist.gov/vuln/detail/CVE-2021-33044
2. https://nvd.nist.gov/vuln/detail/CVE-2021-33045

00000 - https://net.nthu.edu.tw/netsys/


https://www.dahuasecurity.com/aboutUs/trustedCenter/details/582
https://nvd.nist.gov/vuln/detail/CVE-2021-33044
https://nvd.nist.gov/vuln/detail/CVE-2021-33045

Last update: 2024/08/30 10:53  mailing:announcement:20240830_01 https://net.nthu.edu.tw/netsys/mailing:announcement:20240830_01

3. https://www.dahuasecurity.com/aboutUs/trustedCenter/details/582

gogoooogao
googogod

From:
https://net.nthu.edu.tw/netsys/- 00 0 0 O

Permanent link: (]
https://net.nthu.edu.tw/netsys/mailing:announcement:20240830 01

Last update: 2024/08/30 10:53

https://net.nthu.edu.tw/netsys/ Printed on 2025/05/29 01:05


https://www.dahuasecurity.com/aboutUs/trustedCenter/details/582
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20240830_01

	【漏洞預警】Dahua IP Camera存在高風險安全漏洞(CVE-2021-33044與CVE-2021-33045)，請儘速確認並進行修補！

