00000 o0gdpBarracudal O 00000 OO (Email Security Gateway[JESG)0 O 0 0 0 0O O O O (CVE-2023-2868)0

2023/06/30 15:45171 gooooooooooogooooooo

00D 0O O 2023/06/30

OO0000000Barracudal OO0 O O000OO
[J (Email Security Gateway[]ESG) O 0 O O [

O000(CVE-2023-2868) ) 00O OOOOoOoOO
Jubouubgun

OO0 O00O0Barracudad OO O OO O OO (Email Security Gateway[JESG) D 0D OO O d OO
O(CVE-2023-2868) 0 000000000000 DODOODODODODOODOOOOOOOOGd

gooogobobooobooobboooboboon
googd

o000 0D00ODOO0DOODOODODOO NISAC-ANA-202306-0439(]

o 00000 0OBarracuda ESGO 0O 00 O OO O (Remote Command Injection)
0 (CVE-2023-2868) 0 0 00000000 tar00000O0ODOOOO (Improper input
validation)JD O OO O (02)0 1000 0000000000000 0ODOOODO0O0O0OO0O0

gobooobboobobooobbooobboooboon
ugooo:

o Barracuda ESG(0O O O O 0O O0)5.1.3.0010 9.2.0.0060 O
gooo:
o BarracudaD O 0O 0005210 0000000000200 0000000000000R0
0000000000000 0000O0BarracudaESGD OO ODOOOOOOOOOOODO

oo UUUU U
gogd:

1. https://www.barracuda.com/company/legal/esg-vulnerability
2. https://nvd.nist.gov/vuln/detail/CVE-2023-2868
3. https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally

From:
https://net.nthu.edu.tw/netsys/- 0 0 0 0O O

Permanent link:
https://net.nthu.edu.tw/netsys/mailing:announcement:20230630 01

Last update: 2023/06/30 08:53

00000 - https://net.nthu.edu.tw/netsys/


https://www.barracuda.com/company/legal/esg-vulnerability
https://nvd.nist.gov/vuln/detail/CVE-2023-2868
https://www.mandiant.com/resources/blog/barracuda-esg-exploited-globally
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20230630_01

	【資安漏洞預警】Barracuda電子郵件安全閘道器(Email Security Gateway，ESG)存在高風險安全漏洞(CVE-2023-2868)，請儘速確認並進行更新或評估採取緩解措施。

