0000000[gSophos XG FirewallD OO OOO0D0OOO(CVE-2020-15504) )0 0 0000000000000 0O0OO

2025/05/30 17:511/1 0oo0oooo

000D 0 2022/10/24

OO000000[]Sophos XG Firewall 0 O O [

00000 (CVE-2020-15504) 0 000000 O
Jbboogtdbobbotgduood

000 0OQSophos XG FirewallD O OO OO OOOO(CVE-2020-15504) )0 0000000000
goboooboboooboo

gooog
oD 0000000000 ODODO NISAC-ANA-202210-0946
o 000D00ODOSophos XG FirewallD OO ODODOODOOO (UserPortal)D OO OO0
O (Webadmin)O 0O SQLO O O O (CVE-2020-15504) )0 000000000000 0OOO

ogooog
o Sophos XG Firewall v18.0 MR1O O (0)J O OO
goooad
1. O0SophosO D00 D00 0OO0DODODOODODOOODODODOODODODOOO
O00000v17.5MR130v18 MR-1-Build3%6(0) D D DO DOO0ODOODODOOODOOOO
dooooooooooooad
2. 0000000000000 0D0000000OO00O (Allow automatic installation of
hotfixes)JD O O OO OODO300 000000000 O0DO0OODODODOOOODODOO
googad
googad
1. https://community.sophos.com/b/security-blog/posts/advisory-resolved-rce-via-sqli-cve-20
20-15504
2. https://www.sophos.com/en-us/security-advisories/sophos-sa-20200710-xg-sqli-rce
3. https://nvd.nist.gov/vuln/detail/CVE-2020-15504
4. https://www.tenable.com/cve/CVE-2020-15504

From:
https://net.nthu.edu.tw/netsys/- 0 0 O 0O O

Permanent link: [x]
https://net.nthu.edu.tw/netsys/mailing:announcement:20221024 01

Last update: 2022/10/24 16:14

00000 - https://net.nthu.edu.tw/netsys/


https://community.sophos.com/b/security-blog/posts/advisory-resolved-rce-via-sqli-cve-2020-15504
https://community.sophos.com/b/security-blog/posts/advisory-resolved-rce-via-sqli-cve-2020-15504
https://www.sophos.com/en-us/security-advisories/sophos-sa-20200710-xg-sqli-rce
https://nvd.nist.gov/vuln/detail/CVE-2020-15504
https://www.tenable.com/cve/CVE-2020-15504
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20221024_01

	【資安漏洞預警】Sophos XG Firewall作業系統存在安全漏洞(CVE-2020-15504)，允許攻擊者遠端執行任意程式碼，請儘速確認並進行更新

