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Checkpoint:

Apache Log4j Remote Code Execution (CVE-2021-44228)

Deep Security:

Apache Log4j Remote Code Execution Vulnerability (CVE-2021-44228)
Fidelis:

FSS CVE-2021-44228 - Apache Log4j Inject Request

Firepower:

SERVER-OTHER Apache Log4j logging remote code execution attempt
SERVER-APACHE Apache Log4j2 CVE- 2021-44228 Remote Code Execution
Vulnerability

Fortigate:

Apache.Log4j.Error.Log.Remote.Code.Execution

Palo Alto:

Apache Log4j Remote Code Execution Vulnerability

Mcafee:

UDS-HTTP: Apache Log4j2 Remote Code Execution Vulnerability

HTTP: Apache Log4j2 Remote Code Execution Vulnerability (CVE-2021-44228)
TippingPoint:

HTTP: JNDI Injection in HTTP Request

IBM:

HTTP_Log4) JndiLdap_Exec

DDI:

00000 - https://net.nthu.edu.tw/netsys/
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HTTP_POSSIBLE_USERAGENT RCE_EXPLOIT REQUEST
CVE-2021-44228 - OGNL EXPLOIT - HTTP(REQUEST)
POSSIBLE HTTP HEADER OGNL EXPRESSION EXPLOIT - HTTP(REQUEST)
POSSIBLE HTTP BODY OGNL EXPRESSION EXPLOIT - HTTP (REQUEST) - Variant
2
¢ Sophos:
SERVER-OTHER Apache Log4j logging remote code execution attempt
SERVER-APACHE Apache Log4j2 CVE- 2021-44228 Remote Code Execution
Vulnerability
e JOODO:
1. https://hominido.medium.com/iocs-para-log4shell-rce-0-day-cve-2021-44228-98019dd06f
35
https://nvd.nist.gov/vuln/detail/CVE-2021-44228
https://www.ithome.com.tw/news/148307
https://community.riskig.com/article/505098fc/indicators
https://github.com/advisories/GHSA-jfh8-c2jp-5v3q
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	【資安漏洞預警】Apache Log4j 出現重大遠程代碼執行漏洞。

