(% 2l THE ] ik Windows 3 REUATAE 28 2 A, FURF BSR4 B AS HE FR Ba s T AR R RE RS, R AR AR AT

2025/03/31 12:591/3 AT R BT !

SRBEHEA: 2021/09/17

[ EZRATEE] MEKWindows/E( RATFEL M

ZERM, RHANEREPSERBERPITERREN
BS, RS AT EHT!

o« EEMW: [#& ﬁﬁﬂﬁ%lﬂ&thmﬁ%%%ﬁE%ﬂﬁéﬁﬂ FORF I B IS HERR BUE
AT AR RN, B RO R AT

o NWEFM:
o i BXE wEaN S FE PG & 2l E A NISAC-ANA-202109-0847(]
o HFFEN B BWindows{F 3€ RUAFAE T B 22 i, 5 S OB ) Rl e 1) FOUASHHEE FIR B3 1T
ﬁﬁ&iﬁﬁ% ITAEE RS,
1. & AT AE SR IR ACVE-2021-36965 E1CVE-2021-38647(]

2.%@%%@
TAJCVE-2021-36955[]CVE-2021-36963[]CVE-2021-36968[JCVE-2021-38633[JCVE-2021-38645[]
CVE-2021-38648[JCVE-2021-38649[]CVE-2021-38667[]JCVE-2021-38671
JCVE-2021-40447[]

. CVE-2021-36955[]CVE-2021-36963[]CVE-2021-36965[]CVE-2021-38633[]CVE-2021-38667[]
CVE-2021-38671 & CVE-2021-40447[]

= Windows 7 for 32-bit Systems Service Pack 1

= Windows 7 for x64-based Systems Service Pack 1

= Windows 8.1 for 32-bit systems

= Windows 8.1 for x64-based systems

= Windows RT 8.1 Windows 10 for 32-bit Systems

= Windows 10 for x64-based Systems Windows 10 Version 1607 for 32-bit Systems
= Windows 10 Version 1607 for x64-based Systems

= Windows 10 Version 1809 for 32-bit Systems

= Windows 10 Version 1809 for ARM64-based Systems

= Windows 10 Version 1809 for x64-based Systems

= Windows 10 Version 1909 for 32-bit Systems

= Windows 10 Version 1909 for ARM64-based Systems

= Windows 10 Version 1909 for x64-based Systems

= Windows 10 Version 2004 for 32-bit Systems

= Windows 10 Version 2004 for ARM64-based Systems

= Windows 10 Version 2004 for x64-based Systems

= Windows 10 Version 20H2 for 32-bit Systems

= Windows 10 Version 20H2 for ARM64-based Systems

= Windows 10 Version 20H2 for x64-based Systems

= Windows 10 Version 21H1 for 32-bit Systems

= Windows 10 Version 21H1 for ARM64-based Systems

= Windows 10 Version 21H1 for x64-based Systems

= Windows Server 2008 for 32-bit Systems Service Pack 2

= Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
= Windows Server 2008 for x64-based Systems Service Pack 2
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= Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core
installation)
= Windows Server 2008 R2 for x64-based Systems Service Pack 1
= Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core
installation)
= Windows Server 2012
= Windows Server 2012 (Server Core installation)
= Windows Server 2012 R2
= Windows Server 2012 R2 (Server Core installation)
» Windows Server 2016
= Windows Server 2016 (Server Core installation)
= Windows Server 2019
= Windows Server 2019 (Server Core installation)
= Windows Server 2022
= Windows Server 2022 (Server Core installation)
= Windows Server, version 2004 (Server Core installation)
= Windows Server, version 20H2 (Server Core Installation)
2. CVE-2021-38645[1CVE-2021-38647[JCVE-2021-38648 }2CVE-2021-38649[]\\Azure Open
Management Infrastructure CVE-2021-36968(]
= Windows 7 for 32-bit Systems Service Pack 1
= Windows 7 for x64-based Systems Service Pack 1
= Windows Server 2008 R2 for x64-based Systems Service Pack 1
= Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core
installation)
= Windows Server 2008 for 32-bit Systems Service Pack 2
= Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
= Windows Server 2008 for x64-based Systems Service Pack 2
= Windows Server 2008 for x64-based Systems Service Pack 2 (Server Core
installation)
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	【資安漏洞預警】微軟Windows作業系統存在多個安全漏洞，允許攻擊者取得權限或遠端執行任意程式碼，請儘速確認並進行更新！

