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e JODOO:

o CVE-2020-2509(]
OO QNAPO O
o CVE-2020-36195[]
00 O Multimedia Consolel] Media Streaming Add-on0 O O O O QNAPO O
o CVE-2021-28798[]
TS-112P[JTAS-168[JTAS-2680 QTS 4.3.3.1624 build 202104160 0 0 O
o CVE-2021-28799(]
00 O HBS 3 Hybrid Backup SyncO) O 0 O 0O QNAPO O
e JOODO:
o JOQNAPODODOOOODDOOODDODOODODOOODDOOODDOODDOOOODDO
goooooooad
= QTS
e QTS 4.5.2.1566 Build 20210202(0)0 00 O
e QTS 4.5.1.1495 Build 20201123(0)0 00 O
e QTS 4.3.6.1620 Build 20210322(0)0 00 O
e QTS 4.3.4.1632 Build 20210324(0)0 00 O
e QTS 4.3.3.1624 Build 20210416(0)0 00O O
e QTS 4.2.6 Build 20210327(0)0 00O
QuTS hero[]
e QuTS hero h4.5.1.1491 build 20201119(0C)0 00O O
Media Streaming Add-on(]
e QTS 4.3.6: Media Streaming add-on 430.1.8.8(0)0 000
e QTS 4.3.3: Media Streaming add-on 430.1.8.10(0)0 00O 0O
Multimedia Console[]
e QTS 4.4.x and later: Multimedia Console 1.3.4(0)0 0 00O
HBS 3 Hybrid Backup Sync[]
e QTS 4.5.2: HBS 3 Hybrid Backup Sync 16.0.0415(0C)0 000
e QTS 4.3.6: HBS 3 Hybrid Backup Sync 3.0.210412(0)0 0 00O
e QuTS hero h4.5.1: HBS 3 Hybrid Backup Sync 16.0.0419(0)0 0 0O
e QuTScloud c4.5.1~c4.5.4: HBS 3 Hybrid Backup Sync 16.0.0419(0)0 0 00O

e JOODO:
1. https://wwwgnap.com/en/security-advisory/qsa-21-05
2. https://wwwgnap.com/en/security-advisory/gsa-21-11
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https://wwwqnap.com/en/security-advisory/qsa-21-05
https://wwwqnap.com/en/security-advisory/qsa-21-11
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3. https://wwwgnap.com/en/security-advisory/gsa-21-13
https://www.ithome.com.tw/news/144004
https://nvd.nist.gov/vuln/detail/CVE-2020-36195
https://www.gnap.com/zh-tw/product_x_down/firmware_log.php
https://www.nccst.nat.gov.tw/VulnerabilityDetail?lang=zh&seq=1154
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	【資安漏洞預警】教育部所屬機關所使用之資訊設備疑似存在漏洞，允許攻擊者建立任意檔案於特定路徑內，進而執行任意程式碼

