2025/05/29 00:53 1/2 [ 22 iwiR FE OMoodle i 5 51 & SR AE RGUIWIR, 5 s RERR 0 384T B 37 !

RAEHEA: 2021/04/13

[ B ZRIATEEZEMoodle BN 2 E & R UEER
HIsi, SEEREMEEEIEITEH!

o EEMY: [HEZRAAEIMoodle B2 T 5 REAUFAAE ARG, 55 B MRS 04T ST !

o N
o HHEE K E wE N FEE 0 NISAC-ANA-202104-0468(
° *E?%%JBT EHURN, BB F 20205910 H & BiMoodle B 223 1 & 17 7E b 47 X5 48l
A HE(Stored XSS)JRRE, IR i 4w 5% 4 CVE-2021-20186[]it ik % I 5 K ZsMoodle TeXIjfg
ﬂ%ﬁﬁl{éﬂ%)\%ﬁuy [ v ) Pl = W R WESWANG o ek ol R U s B G Pt g O R
AR R, R R B SOAER,  PIRIE AT R AE R R RN & AR . RERR
]:ZET%& n%%ﬂiﬁkzi BB E&£
o Moodle® 5 . JA20214F 1 H R 2 P kit A, 7 Moodle 3.10.1[]3.9.4[]3.8.7 /3. 5. 16,
AH B 22 2 1 S BT AS 22 /D TAEFHPHP 7.0 00 ERRAS,  HlilHh O 35 B 4> TANETH P PHP R AR
JAT. Of, #HEAMoodle¥t EEPHPRR A1 T
= Moodle 3.10.1%}JEPHPR A % /7. 2L |
= Moodle 3.9.4%fJEPHPRR A £ /7. 2D) |-
= Moodle 3.8.7¥#}JfEPHPRR A2 /7. 1LA E
= Moodle 3.5.16%fEPHPHi A< 2 /7. 0L L
HERTANETH = L ¥ Moodlef A2 15 & T AR 2 1 5 -
° %E.a“—r‘*
o Moodle 3.10(%)
o Moodle 3.9(%) 3. 9. 3(%)
o Moodle 3.8(%%) %3.8.6 (%)
o Moodle 3.5(%) &3. 5. 15 (%) HAth 5 & A
o FRRT
1. fe AR AH B & A 2 58 SRR P& .
2. i AL IS B MBI Moodle &, At 5 B TeX Tk
3. B CEHZEMEERRA, ek AL a5 2 6 B Bl 5 e .
o 2EERL:
1. [Moodle® J7 iRz ] https://moodle.org/mod/forum/discuss.php?d=417170
2. [CVE-2021-201867wil5it ] https://nvd.nist.gov/vuln/detail/CVE-2021-20186
3. W& 2845 ] https://www.wizcase.com/blog/moodle-vulnerability-research/
4. [OWASP Stored XSSift B Thttps://owasp.org/www-community/attacks/xss/

AT FLBE B R O
A R A AL

Ak RHiA - https://net.nthu.edu.tw/netsys/


https://moodle.org/mod/forum/discuss.php?d=417170
https://nvd.nist.gov/vuln/detail/CVE-2021-20186
https://www.wizcase.com/blog/moodle-vulnerability-research/
https://owasp.org/www-community/attacks/xss/

Last update: 2021/04/13 16:54  mailing:announcement:20210413_03 https://net.nthu.edu.tw/netsys/mailing:announcement:20210413 03

From:
https://net.nthu.edu.tw/netsys/ - #HB& B4R AH

Permanent link: [x]
https://net.nthu.edu.tw/netsys/mailing:announcement:20210413 03

Last update: 2021/04/13 16:54

https://net.nthu.edu.tw/netsys/ Printed on 2025/05/29 00:53


https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20210413_03

	【資安漏洞預警】Moodle數位學習平台疑似存在系統漏洞，請儘速確認並進行更新！

