000000 0pgSonicWalld SMA1000 OSSLVPNO OO 000 00O(CVE-2021-20016)J0 0 0000000000000

2025/06/06 01:521/2 ooo0oooooooo

00D 0O O 2021/02/08

O0000000[JSonicWallC SMA 1000 O SSL

VPNO O OO OOOO(CVE-2021-20016)]C1 1 O
Juboobtdbobobotgddobbodgtdubood

00000000 O00pQSonicWallD SMA 1000 OSSLVPNO O OO0 DO O (CVE-2021-20016)00 O O
ooy Ug o

e JOODOO
cJ0 000000000 0DOOOO0DODOOOO0ODDOD NISAC-ANA-202102-0283
o 000D DODOSonicWallD SMA 1000 O SSLVPNO O 0O O SQLO O O O (CVE-2021-20016)0

gbobogobboobbooobbooobobooobbooobbooooboo
e JODOO:

0010x00OOOSMA10000SSLVPNOOODODO
o 000 0O[JSMA 200[JSMA 210[JSMA 40001 SMA 410
o 0 0O0OO[QSMA 500v
e OODO:

oOOSonicWallODODODOOODOODOOOO
0 (https://wwwsonicwall.com/support/product-notification/urgent-patch-available-for-sma-100-serie
cst/210122173415410H)0 0 0000000000000 0O0OO0O0DOOOOOO0O

1. 00000010.205-29sv0 0000000 DODOO0ODODOODODDOOOODODOOO
O (Multi-Factor Authentication, MFA)O O O
2. 0000000000 0OWAFDOOODOOOOOO
O O https://www.sonicwall.com/support/knowledge-base/how-to-configure-web-application-fir
e JOODO:

1. https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0001

2. https://www.sonicwall.com/support/product-notification/urgent-patch-available-for-sma-10
0-series-10-x-firmware-zero-day-vulnerability-updated-feb-3-2-p-m-
cst/210122173415410/

3. https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-20016

4. https://www.sonicwall.com/support/knowledge-base/how-to-configure-web-application-fire
wall-waf-on-the-sma-100-series/210202202221923/

5. https://www.sonicwall.com/support/knowledge-base/how-to-upgrade-firmware-on-sma-10
0-series-appliances/170502339501169/

6. https://www.sonicwall.com/support/knowledge-base/smb-ssl-vpn-upgrading-firmware-on-s
ma-500v-virtual-appliance/170502851052498/

7. https://www.sonicwall.com/support/knowledge-base/how-can-i-check-the-current-firmware
-version-of-your-sonicwall/170504764898494/

00000 - https://net.nthu.edu.tw/netsys/


https://wwwsonicwall.com/support/product-notification/urgent-patch-available-for-sma-100-series-10-x-firmware-zero-day-vulnerability-updated-feb-3-2-p-m-cst/210122173415410/
https://wwwsonicwall.com/support/product-notification/urgent-patch-available-for-sma-100-series-10-x-firmware-zero-day-vulnerability-updated-feb-3-2-p-m-cst/210122173415410/
https://www.sonicwall.com/support/knowledge-base/how-to-configure-web-application-firewall-waf-on-the-sma-100-series/210202202221923/
https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2021-0001
https://www.sonicwall.com/support/product-notification/urgent-patch-available-for-sma-100-series-10-x-firmware-zero-day-vulnerability-updated-feb-3-2-p-m-cst/210122173415410/
https://www.sonicwall.com/support/product-notification/urgent-patch-available-for-sma-100-series-10-x-firmware-zero-day-vulnerability-updated-feb-3-2-p-m-cst/210122173415410/
https://www.sonicwall.com/support/product-notification/urgent-patch-available-for-sma-100-series-10-x-firmware-zero-day-vulnerability-updated-feb-3-2-p-m-cst/210122173415410/
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-20016
https://www.sonicwall.com/support/knowledge-base/how-to-configure-web-application-firewall-waf-on-the-sma-100-series/210202202221923/
https://www.sonicwall.com/support/knowledge-base/how-to-configure-web-application-firewall-waf-on-the-sma-100-series/210202202221923/
https://www.sonicwall.com/support/knowledge-base/how-to-upgrade-firmware-on-sma-100-series-appliances/170502339501169/
https://www.sonicwall.com/support/knowledge-base/how-to-upgrade-firmware-on-sma-100-series-appliances/170502339501169/
https://www.sonicwall.com/support/knowledge-base/smb-ssl-vpn-upgrading-firmware-on-sma-500v-virtual-appliance/170502851052498/
https://www.sonicwall.com/support/knowledge-base/smb-ssl-vpn-upgrading-firmware-on-sma-500v-virtual-appliance/170502851052498/
https://www.sonicwall.com/support/knowledge-base/how-can-i-check-the-current-firmware-version-of-your-sonicwall/170504764898494/
https://www.sonicwall.com/support/knowledge-base/how-can-i-check-the-current-firmware-version-of-your-sonicwall/170504764898494/

Last update: 2021/02/08 13:58  mailing:announcement:20210208_02 https://net.nthu.edu.tw/netsys/mailing:announcement:20210208_02

From:
https://net.nthu.edu.tw/netsys/- 00 00O

Permanent link: [x]
https://net.nthu.edu.tw/netsys/mailing:announcement:20210208 02

Last update: 2021/02/08 13:58

https://net.nthu.edu.tw/netsys/ Printed on 2025/06/06 01:52


https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20210208_02

	【資安漏洞預警】SonicWall之SMA 100系列SSL VPN設備存在安全漏洞(CVE-2021-20016)，允許攻擊者遠端執行任意程式碼，請儘速確認並進行更新！

