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= Potential C2:

27.102.107[.]41

Potential Brute Force:

113.140.80[.]197 - Port Scanning/Brute force (CN)
120.253.228[.]135 - Port Scanning/Brute force port 3389 (CN)
112.133.236[.]187 - Brute Force port 445 (India)
58.62.125[.]245 - Brute Force port 445/Port Scanning (CN)
Potential Scanning:

58.221.24[.]178 - Port Scanning (CN)

221.4.152[.]1250 - Port Scanning port 1433 (CN)
182.140.217[.]1226 - Port scanning (CN)

1.202.15[.]246 - Port scanning port 3389 (CN)

o Additionally the following are potential host indicators:
» Scheduled task named Rtsa
= Listening port of 65529
= Service with a randomly generated name
= Mutexes within PowerShell called Locallf and LocalMn
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