2023/06/17 16:56 1/2 [COOOOOOO]oDOOODOOODODOODODOODODOO

0 0O 0O 00 2018/04/03

[DO000oudojooouoodoougogod

L] [

oOo0o[boboooboobljoobobobooboboooo

ggg

e CiscoSmartInstallD 000000000 OO0DOOIOS Image OO 0O OO [JCiscol 201801 301 2801 I
O0000000(CVE-2018-0171)p0 0000000000 DOOOTCP47860 00000000
0000000000000 0000000000ShodanD 0000000 D0OODOOOOODOO
OOCisco0OOODOIPQOOOTCP47860 000 00O OOO

e JOOOO

© N WN

Catalyst 4500 Supervisor Engines
Catalyst 3850 Series

Catalyst 3750 Series

Catalyst 3650 Series

Catalyst 3560 Series

Catalyst 2960 Series

Catalyst 2975 Series

IE 2000

IE 3000

IE 3010

. [E 4000

. [E 4010

. [E 5000

. SM-ES2 SKUs

. SM-ES3 SKUs

. NME-16ES-1G-P
17.

SM-X-ES3 SKUs

e JODODOO

1.

2.

3.

goboogobobooobooooboobooobobuooobbooobobooobbooon
gobogoo
gobogobobogobooooboobooobobuooobbooobobooobbooon
O000000O0O000D0OOC000oooOoooOOSmartinstallDDCOCOOO0OO0OOO
good
gobogobbogoboooobobooobbooobobooobobooobbooon
gobogooboooboobooon

e JODOO:

1.

2.
3.
4.

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-s
mi2

https://embedi.com/blog/cisco-smart-install-remote-code-execution/
https://www.shodan.io/search?query=0rg%3ATANET+port%3A4786&page=1
https://www.shodan.io/search?query=0rg%3Amoec+port%3A4786

gooogooo

00000 - https://net.nthu.edu.tw/netsys/


https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-smi2
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20180328-smi2
https://embedi.com/blog/cisco-smart-install-remote-code-execution/
https://www.shodan.io/search?query=org%3ATANET+port%3A4786&page=1
https://www.shodan.io/search?query=org%3Amoec+port%3A4786

Last update: 2018/04/03 10:09  mailing:announcement:20180403_02 https://net.nthu.edu.tw/netsys/mailing:announcement:20180403_02

goboogod

From:
https://net.nthu.edu.tw/netsys/- 00 00O

Permanent link:
https://net.nthu.edu.tw/netsys/mailing:announcement:20180403 02

Last update: 2018/04/03 10:09

https://net.nthu.edu.tw/netsys/ Printed on 2023/06/17 16:56


https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20180403_02

	[資安漏洞預警通知] 資訊設備疑存在遠端程式碼執行漏洞

