2025/03/02 17:21 1/1 [DOO0OOO0ODO]Microsoft Windows CredSSPO 00000000 0OOOOOOOOOO

00000 2018/03/20

[D 0000000 ] Microsoft Windows
CredSSPO 00000000 OOO0OO0OO0OOO
L

O0O0O[0O0000DOOO] Microsoft Windows CredSSPO 00000000 ODOOCOOOOOOO
goo

e CredSSP(Credential Security Support Provider)O O O O O RDP(Remote Desktop Protocol)
O WinRM(Windows Remote Management)D O O 0000 OO0O0O0O0OWindowsO OO O OO0

gobooooboobooooo
e J00O0OOCredSSPO 000 OOOO(CVE-2018-0866)]0 0 0 0 00O DO DODOORDPO WIinRM

OO00DO00000OWIFIODOODODO0oDoooooooMITM)O OO0 d (Session)0 OO0
oo ooobooooooooooa
e JOOOO
o Microsoft WindowsO [0 O O
e JOOOO
o OOMicrosoft 0 DD 000000000 DODOO0OOO0DOOOO0OODODOOODOOO
oo
l. J0d0d0000d00d00o0ooOoooao
O (https://portal.msrc.microsoft.com/en-us/security-
guidance/advisory/CVE-2018-0886)0 D 0 0 O O30 0000000 OO0O
2. 0000000 0O Microsoftd
O (https://support.microsoft.com/en-us/help/4093492/credssp-updates-for-cve-2018-0886-
march-13-2018)0 Group Policyd 0O O
e JD0IOOOGroupPolicyDDODOODODDOOODOO>00000000>00
0 0>000 0 0J>0Encryption Oracle RemediationjO0 0 00000 OO
(MitigatedJ00 O Force Updated ClientsjO0 OO0 0O O O
e OODO:
1. https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2018-0886
2. https://thehackernews.com/2018/03/credssp-rdp-exploit.html
3. https://blog.preempt.com/security-advisory-credssp

googoogag
ggoggod

From:
https://net.nthu.edu.tw/netsys/- 00 0 0 O

Permanent link: (]
https://net.nthu.edu.tw/netsys/mailing:announcement:20180320 01

Last update: 2018/03/20 11:33

00000 - https://net.nthu.edu.tw/netsys/


https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2018-0886
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2018-0886
https://support.microsoft.com/en-us/help/4093492/credssp-updates-for-cve-2018-0886-march-13-2018
https://support.microsoft.com/en-us/help/4093492/credssp-updates-for-cve-2018-0886-march-13-2018
https://portal.msrc.microsoft.com/en-us/security-guidance/advisory/CVE-2018-0886
https://thehackernews.com/2018/03/credssp-rdp-exploit.html
https://blog.preempt.com/security-advisory-credssp
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/mailing:announcement:20180320_01

	[資安漏洞預警通知] Microsoft Windows CredSSP協定存在安全漏洞，請儘速確認並進行修正

