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* Google Project ZeroO 0 0 0O O O 10 30 O O Meltdown Spectred O O 0O O O O O (Speculative
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-Intel Core i3 processor (45nm and 32nm)
-Intel Core i5 processor (45nm and 32nm)
-Intel Core i7 processor (45nm and 32nm)
-Intel Core M processor family (45nm and 32nm)
-2nd generation Intel Core processors
-3rd generation Intel Core processors
-4th generation Intel Core processors
-5th generation Intel Core processors
-6th generation Intel Core processors
-7th generation Intel Core processors
-8th generation Intel Core processors
-Intel Core X-series Processor Family for Intel X99 platforms
-Intel Core X-series Processor Family for Intel X299 platforms
-Intel Xeon processor 3400 series
-Intel Xeon processor 3600 series
-Intel Xeon processor 5500 series
-Intel Xeon processor 5600 series
-Intel Xeon processor 6500 series
-Intel Xeon processor 7500 series
-Intel Xeon Processor E3 Family
-Intel Xeon Processor E3 v2 Family
-Intel Xeon Processor E3 v3 Family
-Intel Xeon Processor E3 v4 Family
-Intel Xeon Processor E3 v5 Family
-Intel Xeon Processor E3 v6 Family
-Intel Xeon Processor E5 Family
-Intel Xeon Processor E5 v2 Family
-Intel Xeon Processor E5 v3 Family
-Intel Xeon Processor E5 v4 Family
-Intel Xeon Processor E7 Family
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-Intel Xeon Processor E7 v2 Family
-Intel Xeon Processor E7 v3 Family
-Intel Xeon Processor E7 v4 Family

-Intel Xeon Processor Scalable Family
-Intel Xeon Phi Processor 3200, 5200, 7200 Series

-Intel Atom Processor C Series
-Intel Atom Processor E Series
-Intel Atom Processor A Series
-Intel Atom Processor x3 Series
-Intel Atom Processor Z Series
-Intel Celeron Processor ] Series
-Intel Celeron Processor N Series
-Intel Pentium Processor | Series
-Intel Pentium Processor N Series
ARM[]

-Cortex-R7

-Cortex-R8

-Cortex-A8

-Cortex-A9

-Cortex-Al5

-Cortex-Al7

-Cortex-A57

-Cort Windows 10ex-A72
-Cortex-A73

-Cortex-A75
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1. Windows 7/8/100 Server 2008/2008R2/2012/2012R20 0 0 0 000000000 OOOO
0 CPUO O O O OO MeltdownO Spectre0 OO0 0 O O

1.
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O (https://gallery.technet.microsoft.com/scriptcenter/Speculation-Control-
e36f0050#content)0 O O O 0O 0O O O O JSpeculationControl.zipO O O O O O
O00D00D0O0OWindows PowerShellJO D OO ODOODOODOOOO

0 Windows PowerShellO OO OO0 OO0OD0OO0OO0O0O0O

00 O 0$SaveExecutionPolicy=Get-ExecutionPolicy[]]

0O O [JSet-ExecutionPolicy RemoteSigned -Scope Currentuser(]-0 O Enter-0 O Y[J
0 O Jimport-Module .\SpeculationControl.psm1[J-0 O Enter-0 O R[]

O O [JGet-SpeculationControlSettings[]-=0 O Enter[]

0000000000 [JSet-ExecutionPolicy $SaveExecutionPolicy -Scope
Currentuser[]=Enter-0 O YO PowerShellD O O O O

2. Ubuntu/Debian0 LinuxODO OO OO0OO0O0OOODOOODODOOOOCPUOOOOO
O MeltdownO SpectreD D00 O0COCOOOOOCOLnuxOOOODOOOOOOO

1.

2.

000 O (https://github.com/speed47/spectre-meltdown-checker)O O O O LinuxO O
good

0000000000000 4d(git clone
https://github.com/speed47/spectre-meltdown-checker.gitd O [Jwget
https://raw.githubusercontent.com/speed47/spectre-meltdown-checker/master/spec
tre-meltdown-checker.sh[][]

000000000000 0000000000000D0O(QJsudo spectre-meltdown-
checker.sh[][]

000000 OSTATUSO O (VULNERABLED NOT VULNERABLE) DO O OO DO OO

O Meltdown[d Spectre0 0D 0 OO O
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e Microsoft Windows:
l.000O00oooa
2. 00000000Oaag:
https://portal.msrc.microsoft.com/en-US/security-guidance/advisory/AD
V180002
e APPLE[https://support.apple.com/en-us/HT201222
1. macOS High Sierra: O App Store[J0 0 0O O O O 0O O O macOS High
Sierra 10.13.2 Supplemental Update[]
2. OS X El Capitan 10.11.6 and macOS Sierra 10.12.6: O O SafariC) 11.0.20
i0S: 000 i0S 11.2.20
VMware[]
1. 0 O ESXiJWorkstation[JFusion O O
2. 00000000:
https://www.vmware.com/tw/security/advisories/VMSA-2018-0002.html
Ubuntu[]
l.00o0o0oOoooaoa
2. 0000000D0O00oo:
https://wiki.ubuntu.com/SecurityTeam/KnowledgeBase/
RedHat[]
l.00DO0O0O0oooao
2. 00000:
https://access.redhatcom/security/vulnerabilities/speculativeexecution
0 00O 0O O Resolve[]
3. 00000000000 oo
SUSE[]
l.)ooooooooad
2. 00 0000O0O: https://www.suse.com/support/kb/doc/?id=7022512
e Android[JO O Android Security PatchO OO0 000000 OO0OTADDOODO OO
= JOoooono
e Edge and IE[JO Microsoft WindowsO O OO0 OO OO
e Google[https://support.google.com/fags/answer/7622138
1. Google chrome Desktop: 0 0 0O 0 0630 O
2. Google chrome Android: O O Chrome appd O O O 0O O chrome:/ /flags[]
00 O “Strict site isolation” O “Enable”
3. Google chrome i0S: 0i0OSO O O 11.2.20 O
e Mozilla Firefox(JO O 0 0 057.040 0O

e JOODO:
1. https://security.googleblog.com/2018/01/todays-cpu-vulnerability-what-you-need.html
2. https://www.ithome.com.tw/news/120312
3. https://www.bleepingcomputer.com/news/microsoft/how-to-check-and-update-windows-sy
stems-for-the-meltdown-and-spectre-cpu-flaws/
4. http://www.kb.cert.org/vuls/id/584653
5. http://technews.tw/2018/01/05/about-intel-meltdown-spectre/
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	[資安漏洞預警通知]多款CPU處理器存在Meltdown與Spectre漏洞，允許攻擊者在受害系統上讀取記憶體內的機敏資訊，請儘速評估確認與進行修正

