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1. 00000 OIntelD OO0 (Management Engine[JME)JO O O O O O O O (Trusted Execution
EngineJTXE)O O O O O O O O (Server Platform ServicesSPS)D 0 0D OO0 OO OO

2. 00000O0O(ME)OOCVE-2017-5705[]CVE-2017-5708[]CVE-2017-57110 CVE-2017-57120 0 O
0000000000 ((TXE)O OCVE-2017-57070 CVE-2017-57100 0000000000
O (SPS)O O CVE-2017-57060 CVE-2017-57090 0000 000000DOD0O0OO0DOODODOO
dooooooooooooooo

3. 000004

1. 0000oo
6th, 7th, and 8th generation Intel Core Processor Family
Intel Xeon Processor E3-1200 v5 and v6 Product Family
Intel Xeon Processor Scalable Family
Intel Xeon Processor W Family
Intel Atom C3000 Processor Family
Apollo Lake Intel Atom Processor E3900 series
Apollo Lake Intel Pentium Processors
Intel Celeron N and | series Processors
2. 000004
Intel Manageability Engined O O 0 J8.xJ9.xJ10.xJ11.0.x.x
11.5.x.x0J11.6.x.x[J11.7.x.x[J11.10.x.x[J11.20.x.x
Intel Server Platform ServicesO O O O []4.0.X.x
Intel Trusted Execution Engined O O O [J3.0.x.x
4. 00000
1. 00IntelDO0O0O0COODOOOO
O (https://www.intel.com/content/www/us/en/support/articles/000025619/software.html) O
00000d0ooOO00DooOo0doDbo0ooooooooDooooEMObDODOODDOOOd
dooooooooooooooo
= 6th Generation Intel Core Processor Family O Intel ME 11.8.50.34250 0 O
= 6th Gen X-Series Intel Core Processor(] O Intel ME 11.11.50.14220 0 O
= 7th Generation Intel Core Processor Family O Intel ME 11.8.50.34250 0 0O
= 7th Gen X-Series Intel Core Processor(d O Intel ME 11.11.50.14220 0 O
= 8th Generation Intel Core Processor FamilyOd [0 Intel ME 11.8.50.34250 0 O
= Intel Xeon Processor E3-1200 v5 Product FamilyD O Intel ME 118.50.342501 Intel
SPS 4.1.4.0540 00
= Intel Xeon Processor E3-1200 v6 Product Familyd O Intel ME 118.50.34250 Intel
SPS4.1.4.05400 0O
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= Intel Xeon Processor Scalable FamilyO O Intel ME 11.21.50.14240 Intel SPS
4.0.04.2880 00O
= Intel Xeon Processor W Familyd O Intel ME 11.11.50.14220 0 0
= Intel Atom C3000 Processor Familyd O Intel SPS 4.0.04.1390 0 O
= Apollo Lake Intel Atom Processor E3900 series] O Intel TXE Firmware 3.1.50.22220
0o
= Apollo Lake Intel PentiumO O Intel TXE Firmware 3.1.50.22220 0 O
= Celeron N series Processors(] [ Intel TXE Firmware 3.1.50.22220 00
= Celeron ] series Processors] O Intel TXE Firmware 3.1.50.22220 0 0O
2. IntelD 000000000 D0OODOODOOODOOOO
1. O O Intel SCS System Discovery Utility™
O (https://downloadcenter.intel.com/download/27150)
2. Windows[]O O Intel-SA-00086-GUl.exed O
3. LinuxQO O intel_sa00086.py0 O
5. 0000:
1. https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00086&languageid=en-fr
2. https://security-center.intel.com/advisory.aspx?intelid=INTEL-SA-00086&languageid=en-fr
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	[資安漏洞預警通知]特定Intel處理器中的ME、SPS及TXE管理技術存在多個安全漏洞，允許攻擊者遠端執行任意程式碼，或本地端進行提權與執行任意程式碼

