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Cybersecurity Intelligence Advisory
Date Title

2026/06/09 【Vulnerability Alert】CISA Adds 5 Known Exploited Vulnerabilities to KEV Catalog
(2026/06/01-2026/06/07)

2026/06/04 【Vulnerability Alert】CISA Adds 5 Known Exploited Vulnerabilities to KEV Catalog
(2026/05/25-2026/05/31)

2026/06/04 【Vulnerability Alert】InterNet｜DreamMaker - Arbitrary File Upload

2026/06/04 【Vulnerability Alert】Ivanti Neurons for ITSM High-Risk Security Vulnerability
(CVE-2026-9614)

2026/06/04 【Vulnerability Alert】Oracle Releases Critical Security Advisory for Multiple Products

2026/06/02 【Vulnerability Alert】Critical Security Vulnerability in Palo Alto Networks PAN-OS
(CVE-2026-0257)

2026/05/29 【Vulnerability Alert】Critical Security Vulnerability Found in Microsoft SharePoint Server
(CVE-2026-45659)

2026/05/29 【Vulnerability Alert】11 High-Risk Security Vulnerabilities Found in PostgreSQL, Please
Verify and Patch Immediately

2026/05/29 【Vulnerability Alert】CISA Adds 10 Known Exploited Vulnerabilities to KEV Catalog
(2026/05/18-2026/05/24)

2026/05/25 【Vulnerability Alert】Critical Security Vulnerability Found in Cisco Secure Workload
(CVE-2026-20223)

2026/05/22 【Vulnerability Alert】79 High-Risk Security Vulnerabilities Identified in Chromium-Based
Browsers; Please Verify and Apply Patches Promptly

2026/05/21 【Vulnerability Alert】Microsoft Releases May 2026 Security Updates

2026/05/21 【Vulnerability Alert】CISA Adds 2 Known Exploited Vulnerabilities to KEV Catalog
(2026/05/11-2026/05/17)

2026/05/19 【Vulnerability Alert】Critical Security Vulnerability in Cisco Catalyst SD-WAN
(CVE-2026-20182)

2026/05/15 【Vulnerability Alert】High-Risk Security Vulnerability in Ivanti Xtraction (CVE-2026-8043)

2026/05/15 【Vulnerability Alert】CISA Adds 3 Known Exploited Vulnerabilities to KEV Catalog
(2026/05/04-2026/05/10)

2026/05/15 【Vulnerability Alert】Critical Security Vulnerability in Fortinet FortiSandbox, FortiSandbox
Cloud, and FortiSandbox PaaS (CVE-2026-26083)

2026/05/15 【Vulnerability Alert】Critical Security Vulnerability in Fortinet FortiAuthenticator
(CVE-2026-44277)

2026/05/15 【Vulnerability Alert】High-Risk Security Vulnerability in Ivanti Endpoint Manager
(CVE-2026-8111)

2026/05/15 【Vulnerability Alert】SAP Releases Critical Security Advisory for Multiple Products
2026/05/13 【Attack Alert】Canvas Provider Instructure Compromised by Hacking Group ShinyHunters

2026/05/13 【Vulnerability Alert】Two Critical Security Vulnerabilities in Ivanti Endpoint Manager
Mobile (EPMM)

2026/05/13 【Vulnerability Alert】Critical Security Vulnerability in Palo Alto Networks PAN-OS
(CVE-2026-0300)

2026/05/13 【Vulnerability Alert】High-Risk Security Vulnerabilities in Apache ActiveMQ
(CVE-2026-40466 and CVE-2026-41044), Please Verify and Patch Immediately

2026/05/13 【Vulnerability Alert】CISA Adds 4 Known Exploited Vulnerabilities to KEV Catalog
(2026/04/27-2026/05/03)

2026/05/13 【Vulnerability Alert】30 High-Risk Security Vulnerabilities Identified in Chromium-Based
Browsers, Please Verify and Patch Immediately
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Date Title
2026/05/13 【Vulnerability Alert】SUNNET｜CTMS Training Master - SQL Injection

2026/05/13 【Vulnerability Alert】CISA Adds 14 Known Exploited Vulnerabilities to KEV Catalog
(2026/04/20-2026/04/26) (Part 2)

2026/05/13 【Vulnerability Alert】CISA Adds 14 Known Exploited Vulnerabilities to KEV Catalog
(2026/04/20-2026/04/26) (Part 1)

2026/05/13 【Vulnerability Alert】Borg Technology｜Borg SPM 2007 - Three Vulnerabilities Identified
2026/05/13 【Vulnerability Alert】TeamT5｜ThreatSonar Anti-Ransomware - Privilege Escalation
2026/05/13 【Vulnerability Alert】Digiwin Software｜EasyFlow.NET - Two Vulnerabilities Identified

2026/05/13 【Vulnerability Alert】CISA Adds 3 Known Exploited Vulnerabilities to KEV Catalog
(2026/04/14-2026/04/19)

2026/05/13 【Vulnerability Alert】NewSoft - NewSoftOA - OS Command Injection

2026/05/13 【Vulnerability Alert】High-Risk Security Vulnerability in Apache ActiveMQ Classic
(CVE-2026-34197), Please Verify and Patch Immediately

2026/05/13 【Vulnerability Alert】Critical Security Vulnerability in Microsoft SQL Server
(CVE-2026-33120)

2026/05/08 【Vulnerability Alert】Critical Security Vulnerability in Windows Desktop Remote Desktop
Client (CVE-2026-32157)

2026/05/08 【Vulnerability Alert】Three Major Security Vulnerabilities in Cisco Identity Services

2026/05/08 【Vulnerability Alert】Major Security Vulnerability in Cisco Webex Services
(CVE-2026-20184)

2026/04/30 【Vulnerability Alert】 Three Critical Security Vulnerabilities in Cisco Identity Services
Engine

2026/04/29 【Vulnerability Alert】Critical Security Vulnerability in SAP Business Planning and
Consolidation and SAP Business Warehouse (CVE-2026-27681)

2026/04/29 【Vulnerability Alert】Hgiga iSherlock - OS Command Injection
2026/04/29 【Vulnerability Alert】WinMatrix by Win-Matrix Technology - Missing Authentication
2026/04/29 【Vulnerability Alert】Microsoft Released April 2026 Security Updates

2026/04/29 【Vulnerability Alert】60 High-Risk Security Vulnerabilities in Chromium-Based Browsers;
Prompt Verification and Patching Recommended

2026/04/29 【Vulnerability Alert】Critical Security Vulnerability in Fortinet FortiSandbox JRPC API
(CVE-2026-39813)

2026/04/29 【Vulnerability Alert】Critical Security Vulnerability Found in Fortinet FortiSandbox
(CVE-2026-39808)

2026/04/28 【Vulnerability Alert】CISA Adds 9 Known Exploited Vulnerabilities to KEV Catalog
(2026/04/06-2026/04/12)

2026/04/28 【Vulnerability Alert】Critical Security Vulnerability in Palo Alto Cortex XSIAM / XSOAR
(CVE-2026-0234)

2026/04/28 【Vulnerability Advisory】Critical Security Vulnerability in Juniper Networks CTP OS
(CVE-2026-33771)

2026/04/28 【Vulnerability Advisory】Critical Security Vulnerability in Juniper Networks Support
Insights vLWC (CVE-2026-33784)

2026/04/28 【Vulnerability Alert】Critical Security Vulnerability in Junos OS MX Series
(CVE-2026-33785)

2026/04/28 [Vulnerability Alert] CISA Adds 3 Known Exploited Vulnerabilities to KEV Catalog
(2026/03/30-2026/04/05)

2026/04/28 [Vulnerability Alert] Two Critical Security Vulnerabilities in Cisco Integrated Management
Controller
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2026/04/28 [Vulnerability Alert] Critical Security Vulnerability in Cisco Smart Software Manager On-
Prem (CVE-2026-20160)

2026/04/28 [Vulnerability Alert] Critical Security Vulnerability in FortiClientEMS (CVE-2026-35616)

2026/04/28 [Vulnerability Advisory] Significant Security Vulnerability in Internet Systems Consortium
(ISC) BIND (CVE-2026-3104)

2026/04/09 [Vulnerability Alert] 21 High-Risk Security Vulnerabilities Found in Chromium-based
Browsers, Please Confirm and Patch Immediately

2026/04/09 [Vulnerability Alert] High-Risk Security Vulnerability Found in GNU Inetutils Telnetd
(CVE-2026-32746), Please Confirm and Patch Immediately

2026/04/02 [Vulnerability Alert] CISA Adds 3 Known Exploited Vulnerabilities to KEV Catalog
(2026/03/23-2026/03/29)

2026/04/02 [Vulnerability Alert] Critical Security Vulnerability Found in Citrix NetScaler ADC and
NetScaler Gateway (CVE-2026-3055)

2026/04/02 [Vulnerability Alert] High-Risk Security Vulnerability Found in QNAP Operating System
(CVE-2025-66277), Please Confirm and Patch Immediately

2026/03/26 [Vulnerability Alert] Critical Security Vulnerability Found in Oracle Identity Manager and
Oracle Web Services Manager (CVE-2026-21992)

2026/03/26 [Vulnerability Alert] Galaxy Software Services | Vitals ESP - Incorrect Authorization

2026/03/26 [Vulnerability Alert] CISA Adds 9 Known Exploited Vulnerabilities to KEV Catalog
(2026/03/16-2026/03/22)

2026/03/20 [Vulnerability Alert] 2 Critical Security Vulnerabilities Found in HPE Aruba Networking
AOS-CX

2026/03/20 [Vulnerability Alert] DragonSoft | GCB/FCB Government Financial Security Configuration
Audit Software - Missing Authentication

2026/03/20 [Vulnerability Alert] 31 High-Risk Security Vulnerabilities Found in Chromium-based
Browsers, Please Confirm and Patch Immediately

2026/03/19 [Vulnerability Alert] Microsoft Releases March 2026 Security Updates

2026/03/19 [Vulnerability Alert] Multiple Critical Security Vulnerabilities Found in Veeam Backup
Software

2026/03/19 [Vulnerability Alert] CISA Adds 6 Known Exploited Vulnerabilities to KEV Catalog
(2026/03/09-2026/03/15)

2026/03/19 [Vulnerability Alert] 2 Critical Security Vulnerabilities Found in Cisco IOS XR Software

2026/03/19 [Vulnerability Alert] Webridge Information | Single Sign-On and E-Directory Service
System - Local File Inclusion

2026/03/19 [Vulnerability Alert] High-Risk Security Vulnerability Found in Ivanti Endpoint Manager
(CVE-2026-1603), Please Confirm and Patch Immediately

2026/03/19 [Vulnerability Alert] Critical Security Vulnerability Found in SAP NetWeaver Enterprise
Portal Administration (CVE-2026-27685)

2026/03/19 [Vulnerability Alert] Critical Security Vulnerability Found in Zoom Workplace for Windows
(CVE-2026-30903)

2026/03/19 [Vulnerability Alert] 2 Critical Security Vulnerabilities Found in Microsoft SharePoint
Server

2026/03/11 [Vulnerability Alert] High-Risk Security Vulnerabilities Found in Broadcom VMware
(CVE-2026-22719 and CVE-2026-22720), Please Confirm and Patch Immediately

2026/03/11 [Vulnerability Alert] 10 High-Risk Security Vulnerabilities Found in Chromium-based
Browsers (CVE-2026-3536 to CVE-2026-3545), Please Confirm and Patch Immediately

2026/03/11 [Vulnerability Alert] CISA Adds 7 Known Exploited Vulnerabilities to KEV Catalog
(2026/03/02-2026/03/08)
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Date Title

2026/03/10 [Vulnerability Alert] Atop Technologies | EHG2408 Series Switches - Stack-based Buffer
Overflow

2026/03/10
[Vulnerability Alert] High-Risk Security Vulnerabilities Found in Trend Micro Apex One
Management Console (CVE-2025-71210 and CVE-2025-71211), Please Confirm and Patch
Immediately

2026/03/05 [Vulnerability Alert] First In First Out Technology | U-Office Force - Insecure
Deserialization

2026/03/05 [Vulnerability Alert] 2 Critical Security Vulnerabilities Found in Cisco Firewall Systems

2026/03/05 [Vulnerability Alert] Changing Information Technology | IDExpert Windows Logon Agent -
2 Vulnerabilities Identified

2026/03/03 [Vulnerability Alert] CISA Adds 3 Known Exploited Vulnerabilities to KEV Catalog
(2026/02/23-2026/03/01)

2026/03/03 [Vulnerability Alert] 4 Critical Security Vulnerabilities Found in n8n
2026/03/03 [Vulnerability Alert] 4 Critical Security Vulnerabilities Found in SolarWinds Serv-U
2026/03/03 [Vulnerability Alert] 3 Critical Security Vulnerabilities Found in Cisco Catalyst SD-WAN

2026/03/03 [Vulnerability Alert] Critical Security Vulnerability Found in Junos OS Evolved PTX Series
(CVE-2026-21902)

2026/02/25
[Attack Warning] High-Risk Security Vulnerability Found in BeyondTrust Remote Support
(RS) and Privileged Remote Access (PRA) (CVE-2026-1731), Please Confirm and Patch
Immediately

2026/02/25 [Vulnerability Alert] High-Risk Security Vulnerability Found in Dell RecoverPoint for Virtual
Machines (CVE-2026-22769), Please Confirm and Patch Immediately

2026/02/25 [Vulnerability Alert] CISA Adds 11 Known Exploited Vulnerabilities to KEV Catalog
(2026/02/09-2026/02/15)

2026/02/25 [Vulnerability Alert] CISA Adds 8 Known Exploited Vulnerabilities to KEV Catalog
(2026/02/16-2026/02/22)

2026/02/24 [Vulnerability Alert] High-Risk Security Vulnerability Found in Notepad++
(CVE-2025-15556), Please Confirm and Patch Immediately

2026/02/13 [Vulnerability Alert] SAP Releases Critical Security Advisory for Multiple Products

2026/02/13 [Vulnerability Alert] Critical Security Vulnerability Found in FortiClientEMS
(CVE-2026-21643)

2026/02/13 [Vulnerability Alert] High-Risk Security Vulnerabilities Found in Chromium-based
Browsers (CVE-2026-1861 and CVE-2026-1862), Please Confirm and Patch Immediately

2026/02/13 [Vulnerability Alert] HGiga | C Cm@il - Missing Authentication Vulnerability

2026/02/10 [Vulnerability Alert] CISA Adds 6 Known Exploited Vulnerabilities to KEV Catalog
(2026/02/02-2026/02/08)

2026/02/10 [Vulnerability Alert] Critical Security Vulnerability Found in Cisco Meeting Management
(CVE-2026-20098)

2026/02/10 [Vulnerability Alert] Critical Security Vulnerability Found in n8n (CVE-2026-25049)

2026/02/06 [Vulnerability Alert] CISA Adds 7 Known Exploited Vulnerabilities to KEV Catalog
(2026/01/26-2026/02/01)

2026/02/06 [Vulnerability Alert] Critical Security Vulnerability Found in OpenSSL Library
(CVE-2025-15467)

2026/02/06 [Vulnerability Alert] Critical Security Vulnerability Found in n8n (CVE-2026-1470)

2026/02/06 [Vulnerability Alert] Two Critical Security Vulnerabilities Found in Ivanti Endpoint Manager
Mobile (EPMM)
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