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Network Abuse Usage Processing report

According to“National Tsing-Hua University Network Policy” or “Network Abuse Policy”, the Computer
and Communication Center will disconnect the IP of an improper user who gets involved in suspected
infringement or attacking the campus network.

The owner(organization network manager) of a banned IP(or a subnet) can apply for reactivating the
IP(subnet) to CC center after fixing the problem.

e Flowchart of Network Abuse Incidents Handling for dormitory areas (effective since 2005/4/8)
* Flowchart of Network Abuse Incidents Handling for administrative/teaching areas

(effective since 2007/6/22)

¢ Online Report[JOnline ReportJThose who send out an online report must have an mx, oz, or my
(for organization) email account.

e For stable operation of campus network equipment, network reactivation process time is Mon
~Sun, 0 am, 4 am, 8 am, 12 pm, 16 pm and 20 pm. We apologize for any inconvenience.

e The total number of network blocking would be reset on September 1st and February 1st every
year.

Banned IP List

Update time[JThu May 29 07:45:41 2025

nf:.:?(_:r Blocking time IP / Network Type Comment
1 2025/05/20 07:49:21 140.114.27.103 TACERT 0
2 2025/02/25 09:22:13 140.114.27.105 TACERT 0
3 2025/03/24 13:11:17 140.114.46.24 OPEN-SNMP-SERVER 0
4 2025/01/23 11:11:06 140.114.46.180 OPEN-SNMP-SERVER 0
5 2024/05/28 14:10:02 140.114.47.17 OPEN-SNMP-SERVER 0
6 2019/09/10 09:05:43 140.114.50.11 TACERT 0
7 2025/03/18 01:50:58 140.114.50.71 OPEN-SNMP-SERVER 0
8 2017/12/13 14:11:25 140.114.50.77 MAIL-SPAM 0
9 2017/12/13 14:11:58 140.114.50.175 IP-SCAN-UDP-137 0
10 2025/05/26 10:27:46 140.114.97.112 OTHERS 1

Ak RHiA - https://net.nthu.edu.tw/netsys/


https://isc.sans.edu
https://net.nthu.edu.tw/netsys/en:law:netrule
https://net.nthu.edu.tw/netsys/en:law:badinfo
https://net.nthu.edu.tw/netsys/faq:domitory_abused_network_usage_processing_report
http://netguard.oz.nthu.edu.tw/cgi-bin/virus/report_Eng.cgi
https://net.nthu.edu.tw/netsys/en:security:netguard?do=export_pdf:type#tacert
https://net.nthu.edu.tw/netsys/en:security:netguard?do=export_pdf:type#tacert
https://net.nthu.edu.tw/netsys/en:security:netguard?do=export_pdf:type#open_snmp_server
https://net.nthu.edu.tw/netsys/en:security:netguard?do=export_pdf:type#open_snmp_server
https://net.nthu.edu.tw/netsys/en:security:netguard?do=export_pdf:type#open_snmp_server
https://net.nthu.edu.tw/netsys/en:security:netguard?do=export_pdf:type#tacert
https://net.nthu.edu.tw/netsys/en:security:netguard?do=export_pdf:type#open_snmp_server
https://net.nthu.edu.tw/netsys/en:security:netguard?do=export_pdf:type#mail_spam
https://net.nthu.edu.tw/netsys/en:security:netguard?do=export_pdf:type#ip_scan_udp_137
https://net.nthu.edu.tw/netsys/en:security:netguard?do=export_pdf:type#others

Last update: 2020/12/22 11:11

en:security:netguard https://net.nthu.edu.tw/netsys/en:security:netguard

11 2024/07/16 10:49:02 140.114.102.50 OTHERS 0
12 2024/09/12 10:03:02 140.114.102.54 TACERT 0
13 2024/06/25 09:31:02 140.114.184.30 OPEN-SNMP-SERVER 0
14 2020/02/12 00:17:19 140.114.187.30 OPEN-SNMP-SERVER 0
15 2022/07/01 10:04:13 140.114.187.37 TACERT 0
16 2025/04/22 07:43:36 140.114.189.16 OTHERS 0
17 2025/05/09 10:51:02 140.114.194.108 OTHERS 0
18 2025/03/24 15:09:02 140.114.194.138 OTHERS 0
19 2025/05/09 10:51:02 140.114.195.2 OTHERS 0
20 2025/05/09 10:51:02 140.114.199.112 OTHERS 0
21 2025/05/09 10:51:02 140.114.199.171 OTHERS 0
22 2025/05/09 10:51:02 140.114.204.105 OTHERS 0
23 2025/05/09 10:51:02 140.114.204.200 OTHERS 0
24 2025/05/09 10:51:02 140.114.205.2 OTHERS 0
25 2025/05/09 10:51:02 140.114.205.88 OTHERS 0
26 2025/03/24 13:59:02 140.114.205.105 OTHERS 0
27 2025/05/09 10:51:02 140.114.206.103 OTHERS 0
28 2025/05/09 10:51:02 140.114.207.211 OTHERS 0
29 2025/03/24 13:59:02 140.114.222.107 OTHERS 0
30 2025/05/09 10:51:02 140.114.230.55 OTHERS 0
31 2025/05/09 10:51:02 140.114.237.36 OTHERS 0
32 2025/05/09 10:51:02 140.114.237.43 OTHERS 0

Total 32

Red background means that the blocking has been more than 30 days, yellow background for more

than 7 days
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