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[Vulnerability Alert[H 8% if[JTeamPlus
Messenger - 2 vulnerabilities exist

e Subject:[JVulnerability Alert[] &84 i#[JTeamPlus Messenger - 2 vulnerabilities exist

e Description:

o Forwarded from the TWCERT/CC Security Alert TWCERTCC-200-202610-00000024

o The H#)&i# product TeamPlus Messenger has 2 security vulnerabilities:

o [HHFEEJTeamPlus Messenger - Code Injection[J(CVE-2026-110444, CVSS: 8.8) An
unauthenticated remote attacker can lure a user into opening a specially crafted link,
inject and execute arbitrary JavaScript, and then execute arbitrary code with the current
user's privileges after the user confirms the security warning.

o [HFEIEJTeamPlus Messenger - Code Injection[J(CVE-2026-110445, CVSS: 8.8) An
unauthenticated remote attacker can lure a user into interacting with specially crafted
content, inject and execute arbitrary JavaScript, and then execute arbitrary code with the
current user's privileges after the user confirms the security warning.

o Affected Platforms:

o TeamPlus Messenger versions from v16.8.0 to v17.0.6
e Recommended Actions:

o Update to TeamPlus Messenger v17.0.7 (inclusive) or later
» References:

1. https://www.twcert.org.tw/tw/cp-132-11270-88d86-1.html
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