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【Vulnerability Alert】MikroTik RouterOS Has 3
Critical Security Vulnerabilities

Subject:【Vulnerability Alert】MikroTik RouterOS Has 3 Critical Security Vulnerabilities

Description:
Forwarded from TWCERT/CC Security Advisory TWCERTCC-200-202609-00000015
Network equipment vendor MikroTik has issued a critical security advisory: 3 critical
security vulnerabilities exist in the RouterOS routing operating system.
CVE-2026-67276 (CVSS 4.x: 9.2): When RouterOS matches SSH authentication requests
against authorized user keys, it does not compare the full RSA public key but checks the
key type and modulus. If an attacker knows the authorized RSA modulus and forges a
valid signature, they can open an SSH command channel as the target user without the
private key.
CVE-2026-86060 (CVSS 4.x: 9.2): A parameter handling vulnerability exists in the SSH
login path of RouterOS. This vulnerability involves usernames starting with a null byte,
allowing an attacker to modify the trusted RouterOS policy mask, resulting in privilege
escalation.
CVE-2026-67277 (CVSS 4.x: 8.8): RouterOS accepts a “related” btest session connection
before authentication is complete. Hackers can exploit this state from an unauthenticated
client to initiate an IPv4 UDP test, which may cause RouterOS to restart.

Affected Platforms:
MikroTik RouterOS versions 7.24 through 7.24.2 (excluding 7.24.2)
MikroTik RouterOS versions 7.9 through 7.23.4 (excluding 7.23.4)
MikroTik RouterOS versions 6.0.0 through 6.49.21 (excluding 6.49.21)

Recommended Actions:
Please update to the following versions: MikroTik RouterOS 7.25 beta3 and later, MikroTik
RouterOS 7.24.2 and later, MikroTik RouterOS 7.23.4 and later, MikroTik RouterOS 6.49.21
and later

References:
https://www.twcert.org.tw/tw/cp-169-11197-4c916-1.html1.

Computer and Communication Center
Network System Division

From:
https://net.nthu.edu.tw/netsys/ - 網路系統組

Permanent link:
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20260917_26

Last update: 2026/09/17 09:54

https://www.twcert.org.tw/tw/cp-169-11197-4c916-1.html
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20260917_26


Last update: 2026/09/17
09:54 en:mailing:announcement:20260917_26 https://net.nthu.edu.tw/netsys/en:mailing:announcement:20260917_26

https://net.nthu.edu.tw/netsys/ Printed on 2026/09/17 11:36


	【Vulnerability Alert】MikroTik RouterOS Has 3 Critical Security Vulnerabilities

