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網路系統組 - https://net.nthu.edu.tw/netsys/

Post Date: 2026/06/17

【Vulnerability Alert】IEI Integration Corp. |
iRM-IEI Remote Management - Hardcoded
Credentials

Subject: 【Vulnerability Alert】IEI Integration Corp. | iRM-IEI Remote Management - Hardcoded
Credentials

Description:
Forwarded from Taiwan Computer Emergency Response Team / Coordination Center
Security Alert TWCERTCC-200-202606-00000014
【IEI Integration Corp. | iRM-IEI Remote Management - Hardcoded
Credentials】(CVE-2026-11849, CVSS: 9.8) An unauthenticated remote attacker can
exploit hard-coded credentials to obtain highest privileges on the database.

Affected Platforms:
iRM-TSi410X versions prior to v1.4.19 (excluding)

Recommended Actions:
Update to iRM TSi410X v1.4.19 (including) and later versions

Computer and Communication Center
Network Systems Division
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