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Post Date: 2026/05/13

[Vulnerability Alert[TeamT5[[ThreatSonar
Anti-Ransomware - Privilege Escalation

Subject: [Vulnerability Alert[TeamT5[JThreatSonar Anti-Ransomware - Privilege Escalation

Description:
o Forwarded from Taiwan Computer Emergency Response Team / Coordination Center
(TWCERT/CC) Security Alert: TWCERTCC-200-202604-00000024
o JTeamT5[JThreatSonar Anti-Ransomware - Privilege Escalation[J(CVE-2026-5967, CVSS:

8.8). An authenticated remote attacker with shell access privileges can exploit this

vulnerability to inject operating system commands and execute them with root privileges.
Affected Platforms:

o ThreatSonar Anti-Ransomware versions 4.0.0 (inclusive) and earlier
Recommended Actions:
o Please install the patch version 20260302.
Reference Materials:
1. https://www.twcert.org.tw/tw/cp-132-10854-03015-1.html

Computer and Communication Center
Network Systems Division
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