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Cisco Unified Contact Center Express (Unified CCX) is a solution for enterprises to
establish customer service centers, integrating multiple communication channels such as
voice, instant messaging, and email to improve customer service efficiency. Recently,
Cisco released major security vulnerability advisories (CVE-2025-20354, CVSS: 9.8, and
CVE-2025-20358, CVSS: 9.4). CVE-2025-20354 is a Remote Code Execution (RCE)
vulnerability that allows an unauthenticated attacker to upload arbitrary files and execute
arbitrary commands with root privileges on the affected system. CVE-2025-20358 is an
authentication bypass vulnerability that may allow an unauthenticated remote attacker to
bypass authentication and obtain administrative privileges related to script creation and
execution.

Affected Platforms:
Cisco Unified Contact Center Express versions up to and including 12.5 SU3
Cisco Unified Contact Center Express 15.0

Recommended Measures:
Please update to the following versions: Cisco Unified Contact Center Express 12.5 SU3
ES07 (inclusive) or later, and Cisco Unified Contact Center Express 15.0 ES01 (inclusive)
or later

References:
https://www.twcert.org.tw/tw/cp-169-10496-00839-1.html1.
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