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Recently, Fortinet released several products with critical security vulnerabilities
(CVE-2025-32756, CVSS: 9.8), affecting FortiVoice, FortiMail, FortiNDR, FortiRecorder, and
FortiCamera. This vulnerability is a stack overflow that allows unauthenticated remote
attackers to execute arbitrary code or commands via specially crafted HTTP requests.

Affected Platforms:
FortiCamera 2.1.0 to 2.1.3
FortiCamera 2.0 all versions
FortiCamera 1.1 all versions
FortiMail 7.6.0 to 7.6.2
FortiMail 7.4.0 to 7.4.4
FortiMail 7.2.0 to 7.2.7
FortiMail 7.0.0 to 7.0.8
FortiNDR 7.6.0
FortiNDR 7.4.0 to 7.4.7
FortiNDR 7.2.0 to 7.2.4
FortiNDR 7.1 all versions
FortiNDR 7.0.0 to 7.0.6
FortiNDR 1.5 all versions
FortiNDR 1.4 all versions
FortiNDR 1.3 all versions
FortiNDR 1.2 all versions
FortiNDR 1.1 all versions
FortiRecorder 7.2.0 to 7.2.3
FortiRecorder 7.0.0 to 7.0.5
FortiRecorder 6.4.0 to 6.4.5
FortiVoice 7.2.0
FortiVoice 7.0.0 to 7.0.6
FortiVoice 6.4.0 to 6.4.10

Recommended Actions:
Please update to the following versions:
FortiCamera 2.1.4 and later versions
FortiMail 7.6.3 and later versions
FortiMail 7.4.5 and later versions
FortiMail 7.2.8 and later versions
FortiMail 7.0.9 and later versions
FortiNDR 7.6.1 and later versions
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FortiNDR 7.4.8 and later versions
FortiNDR 7.2.5 and later versions
FortiNDR 7.0.7 and later versions
FortiRecorder 7.2.4 and later versions
FortiRecorder 7.0.6 and later versions
FortiRecorder 6.4.6 and later versions
FortiVoice 7.2.1 and later versions
FortiVoice 7.0.7 and later versions
FortiVoice 6.4.11 and later versions
For other unlisted product versions, please migrate to fixed versions

References:
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