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Date：2025/05/08

【Vulnerability Warning】CISA Adds 8 New
Known Exploited Vulnerabilities to KEV
Catalog (2025/04/28-2025/05/04)

Subject: 【Vulnerability Warning】CISA Adds 8 New Known Exploited Vulnerabilities to KEV
Catalog (2025/04/28-2025/05/04)

Description:
For details, please refer to the following links.

1.
【CVE-2025-1976】https://support.broadcom.com/web/ecx/support-content-notification/-/external/content/SecurityAdvisories/0/25602
【CVE-2025-42599】https://www.qualitia.com/jp/news/2025/04/18_1030.html2.

3.
【CVE-2025-3928】https://documentation.commvault.com/securityadvisories/CV_2025_03_1.html
【CVE-2025-31324】https://me.sap.com/notes/35941424.
【CVE-2024-38475】https://httpd.apache.org/security/vulnerabilities_24.html5.
【CVE-2023-44221】https://psirt.global.sonicwall.com/vuln-detail/SNWLID-2023-00186.

7.
【CVE-2025-34028】https://documentation.commvault.com/securityadvisories/CV_2025_04_1.html
【CVE-2024-58136】https://www.yiiframework.com/news/709/please-upgrade-to-yii-2-0-528.
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