[OVulnerability Warning[JCISA Adds 5 New Vulnerabilities Exploited by Hackers to the Known Exploited Vulnerabilities

2025/07/09 20:40 1/2 (KEV) Catalog (April 7-13, 2025)

Date[]2025/04/21

[IVulnerability Warning[]JCISA Adds 5 New
Vulnerabilities Exploited by Hackers to the
Known Exploited Vulnerabilities (KEV)
Catalog (April 7-13, 2025)

e Subject: Vulnerability Warning[]CISA Adds 5 New Vulnerabilities Exploited by Hackers to the
Known Exploited Vulnerabilities (KEV) Catalog (April 7-13, 2025)

e Description:
For details, please refer to the following links.

1. JCVE-2025-31161[]

= https://crushftp.com/crush1l1lwiki/Wiki.jsp?page=Update#section-Update-Vulnerabili
tylnfo

2. CVE-2025-29824[]
= https://msrc.microsoft.com/update-guide/vulnerability/CVE-2025-29824

3. [JCVE-2025-30406[]
= https://gladinetsupport.s3.us-east-1.amazonaws.com/gladinet/securityadvisory-cve-

2005.pdf

4. [ICVE-2024-53150[]
= https://git.kernel.org/stable/c/096bb5b43edf755bc4477e64004fa3a20539ec2f
= https://git.kernel.org/stable/c/45a92cbc88e4013bfed7fd2ccab3ade45f8e896b
= https://git.kernel.org/stable/c/74cb86e1006¢c5437b1d90084d22018da30fddc77
= https://git.kernel.org/stable/c/a3dd4d63eeb452cfb064a13862fb376ab108f6ab
= https://git.kernel.org/stable/c/a632bdcb359fd8145e86486ff8612da98e239acd
= https://git.kernel.org/stable/c/ab011f7439d9bbfd34fd3b9cef4b2d6d952c9bb9
= https://git.kernel.org/stable/c/dal3ade87a12dd58829278hbc816a61beal6a56a9
= https://git.kernel.org/stable/c/ea0fa76f61cf8e932d1d26e€6193513230816el1d

5. [JCVE-2024-53197[]
= https://git.kernel.org/stable/c/Ob4eadbfel6566b84645ded1403756a2dc4e0f19
= https://git.kernel.org/stable/c/379d3b9799d9da953391e973b934764f01e03960
= https://git.kernel.org/stable/c/62dc01c83fa71le10446ee4c31e0e3d5d1291e865
= https://git.kernel.org/stable/c/920a369a9f014f10ec282fd298d0666129379f1b
= https://git.kernel.org/stable/c/9887d859cd60727432a01564e8f91302d361b72b
= https://git.kernel.org/stable/c/9b8460a2a7ce478e0b625af7c56d444dc24190f7
= https://git.kernel.org/stable/c/b521b53ac6eb04e41c03f46f7fe452e4d8e9bcca
= https://git.kernel.org/stable/c/b8f8b81dabe52b413fe9e062e8a852c48dd0680d
= https://git.kernel.org/stable/c/b909df18ce2a998afef81d58bbd1a05dc0788c40
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