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Date：2024/06/13

【Vulnerability Warning】Check Point VPN
Gateway has a high-risk security
vulnerability (CVE-2024-24919). Please verify
and patch it as soon as possible!

Subject: Check Point VPN Gateway has a high-risk security vulnerability (CVE-2024-24919).
Please verify and patch it as soon as possible!

Description:
For details, please refer to the following links.

https://nvd.nist.gov/vuln/detail/CVE-2024-249191.
https://support.checkpoint.com/results/sk/sk1823362.
https://www.truesec.com/hub/blog/check-point-ssl-vpn-cve-2024-24919-from-an-incident-r3.
esponse-perspective
https://www.greynoise.io/blog/whats-going-on-with-checkpoint-cve-2024-249194.

Network System Division
Computer and Communication Center9

From:
https://net.nthu.edu.tw/netsys/ - 網路系統組

Permanent link:
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20240613_01

Last update: 2024/06/13 10:03

https://nvd.nist.gov/vuln/detail/CVE-2024-24919
https://support.checkpoint.com/results/sk/sk182336
https://www.truesec.com/hub/blog/check-point-ssl-vpn-cve-2024-24919-from-an-incident-response-perspective
https://www.truesec.com/hub/blog/check-point-ssl-vpn-cve-2024-24919-from-an-incident-response-perspective
https://www.greynoise.io/blog/whats-going-on-with-checkpoint-cve-2024-24919
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20240613_01

	【Vulnerability Warning】Check Point VPN Gateway has a high-risk security vulnerability (CVE-2024-24919). Please verify and patch it as soon as possible!

