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Date：2024/04/10

【Vulnerability Warning】XZ Utils has a high-
risk security vulnerability (CVE-2024-3094),
please promptly confirm and proceed with
the patching!

Subject: XZ Utils has a high-risk security vulnerability (CVE-2024-3094), please promptly
confirm and proceed with the patching!

Description:
For details, please refer to the following links.

https://nvd.nist.gov/vuln/detail/CVE-2024-30941.
https://jfrog.com/blog/xz-backdoor-attack-cve-2024-3094-all-you-need-to-know2.
https://unit42.paloaltonetworks.com/threat-brief-xz-utils-cve-2024-3094/3.
https://www.ithome.com.tw/news/1620404.
https://security.alpinelinux.org/vuln/CVE-2024-30945.
https://security-tracker.debian.org/tracker/CVE-2024-30946.
https://fedoramagazine.org/cve-2024-3094-security-alert-f40-rawhide/7.
https://www.kali.org/blog/about-the-xz-backdoor/8.
https://www.suse.com/security/cve/CVE-2024-3094.html9.
https://news.opensuse.org/2024/03/29/xz-backdoor/10.
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