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【Security Vulnerability Warning】Microsoft has released security updates for May, addressing three zero-day
vulnerabilities (CVE-2023-29325, CVE-2023-29336, and CVE-2023-24932) and two high-risk vulnerabilities

(CVE-2023-24941 and CVE-2023-24943). Please confirm and update or evaluate mitigation as soon as possible.

網路系統組 - https://net.nthu.edu.tw/netsys/

Date：2023/05/16

【Security Vulnerability Warning】Microsoft
has released security updates for May,
addressing three zero-day vulnerabilities
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Subject: Microsoft has released security updates for May, addressing three zero-day
vulnerabilities (CVE-2023-29325, CVE-2023-29336, and CVE-2023-24932) and two high-risk
vulnerabilities (CVE-2023-24941 and CVE-2023-24943). Please confirm and update or evaluate
mitigation as soon as possible.
Description:
For details, please refer to the following links.

https://www.zerodayinitiative.com/blog/2023/5/8/the-may-2023-security-update-review1.
https://www.ithome.com.tw/news/1568222.
https://msrc.microsoft.com/update-guide/releaseNote/2023-May3.
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2023-293254.
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2023-293365.
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2023-249326.
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2023-249417.
https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2023-249438.
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