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Date[]2022/02/21

[]Security Vulnerability Warning[JMoxa
MXview network management software
exists multiple security vulnerabilities
(CVE-2021-38452, 38454, 38456, 38458 and
38460), please confirm and update as soon
as possible!

e Subject: Moxa MXview network management software exists multiple security vulnerabilities
(CVE-2021-38452, 38454, 38456, 38458 and 38460) that allow attackers to remotely execute
arbitrary code, please confirm and update as soon as possible!

e Description:
For details, please refer to the following links.

1. https://www.cisa.gov/uscert/ics/advisories/icsa-21-278-03

2. https://www.claroty.com/2022/02/10/blog-research-securing-network-management-syste
ms-moxa-mxview/

3. https://www.moxa.com/en/support/product-support/software-and-documentation/search?p
sid=53389

4. https://www.ithome.com.tw/news/149381

Network System Division
Computer and Communication Center
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