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【Security Vulnerability Warning】Cisco
RV340, RV340W, RV345 and RV345P Dual
WAN Gigabit VPN routers exist security
vulnerabilities (CVE-2021-1609 and 1610),
please confirm and update as soon as
possible!

Subject:【Security Vulnerability Warning】Cisco RV340, RV340W, RV345 and RV345P Dual WAN Gigabit
VPN routers exist security vulnerabilities (CVE-2021-1609 and 1610), allowing attackers to remotely
execute arbitrary code. Please confirm and update as soon as possible!

Description:
For details, please refer to the following links.

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv340-cmdinj-rce1.
dos-pY8J3qfy
https://www.ithome.com.tw/news/1460362.

Network System Division
Computer and Communication Center

From:
https://net.nthu.edu.tw/netsys/ - 網路系統組

Permanent link:
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210810_02

Last update: 2021/08/10 16:19

https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv340-cmdinj-rcedos-pY8J3qfy
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-rv340-cmdinj-rcedos-pY8J3qfy
https://www.ithome.com.tw/news/146036
https://net.nthu.edu.tw/netsys/
https://net.nthu.edu.tw/netsys/en:mailing:announcement:20210810_02

	【Security Vulnerability Warning】Cisco RV340, RV340W, RV345 and RV345P Dual WAN Gigabit VPN routers exist security vulnerabilities (CVE-2021-1609 and 1610), please confirm and update as soon as possible!

